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Abstract

The purpose of this research is to investigate, review and analyse the use

of cloud resources for the enhancement of mobile computing. Mobile cloud

computing refers to a distributed computing relationship between a resource-

constrained mobile device and a remote high-capacity cloud resource. Inves-

tigation of prevailing trends has shown that this will be a key technology in

the development of future mobile computing systems. This research presents

a theoretical analysis framework for mobile cloud computing. This analysis

framework is a structured consolidation of the salient considerations iden-

tified in recent scientific literature and commercial endeavours. The use of

this framework in the analysis of various mobile application domains has

elucidated several significant benefits of mobile cloud computing including

increases in system performance and efficiency. Based on recent scientific

literature and commercial endeavours, various implementation approaches

for mobile cloud computing have been identified, categorized and analysed

according to their architectural characteristics. This has resulted in a set of

advantages and disadvantages for each category of system architecture. Over-

all, through the development and application of the new analysis framework,

this work provides a consolidated review and structured critical analysis of

the current research and developments in the field of mobile cloud computing.
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Chapter 1

Introduction and Overview

1.1 Introduction

Mobile Computing & Communication Devices (MCCDs) such as cellular

phones, smartphones and tablet computers are becoming increasingly preva-

lent. Mobile computing is a paradigm in which these mobile devices are used

for computational purposes. In this paradigm, the computational device can

be used whilst mobile. There is a growing trend towards the use of mobile

computing powered by modern MCCDs. However, due to the fundamental

constraints of mobility, mobile devices are inherently resource-constrained

relative to non-mobile systems in terms of their computational capabilities.

It has been proposed in recent scientific literature that the emerging cloud

computing paradigm, which involves the use of remote high-capacity elastic

computational resources, could be used to augment the capabilities of mobile

devices. Using this paradigm, MCCDs could benefit from on-demand access

to the computational capacity provided by cloud resources via a network such

as the internet. These cloud resources represent a dynamic combination of

data processing, storage and communication capacity which is significantly

greater than that of a mobile device. This distributed computing relationship

is known as mobile cloud computing [1] [2] [3].

1



1.2. BACKGROUND

The overall aim of this work is to provide a consolidated review and struc-

tured critical analysis of current research and developments within the field

of mobile cloud computing. This introductory chapter presents background

information, defines the scope and objectives of this project and outlines the

structure of this document. Section 1.2 provides relevant background infor-

mation and Section 1.3 defines the two core concepts in the context of this

work. Based on these definitions, the scope and objectives of this project

are outlined in Section 1.4 and the research methodology is explained in

Section 1.6. The overall structure of this minor dissertation is presented in

Section 1.5. The main conclusions and outcomes of this research endeavour

are summarized in Section 1.7.

1.2 Background

Through recent advances in both mobile hardware and software technology,

modern MCCDs provide a variety of capabilities over and above those of basic

communication devices. MCCDs generally feature significant computational

capabilities, advanced user interfaces and a variety of sensors and peripherals.

According to data from the International Data Corporation (IDC), there were

over 1.3 billion shipments of mobile phones worldwide in the year 2010 [4].

By comparison, there were 346 million Personal Computers (PCs) shipped

worldwide over the same period [5].

A definite trend towards mobile internet connectivity has been observed.

Worldwide data from the International Telecommunication Union (ITU)

shows that the number of mobile broadband users has exceeded the num-

ber of fixed broadband users since 2008 [6]. It is estimated that in 2011 there

were 17.0 mobile broadband connections per 100 inhabitants worldwide [6].

The computational capacity of MCCDs is used to run mobile software ap-

plications, commonly referred to as mobile apps. Mobile apps extend the

functionality of the mobile device. There is already a broad range of avail-

able apps as indicated by data from the IDC showing that over 300,000
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1.2. BACKGROUND

different mobile apps were developed during the period 2008 to 2010 [7]. It is

common for these apps to be made available to users through central online

repositories known as app stores. Gartner predicts the mobile app sector

will grow to more than ten times its current size and generate revenues of

approximately USD 58 billion by 2014 [8]. Since the use of mobile apps is a

form of mobile computing, the growing popularity of these apps indicates a

strong trend towards mobile computing.

The cloud computing paradigm is currently experiencing a period of rapid

technological innovation and is gaining momentum in various areas of com-

puting. By using high-capacity infrastructure such as purpose-built data

centres, clouds can provide a combination of data processing and storage ca-

pacity which is significantly greater than that of a mobile device. Another key

characteristic of the cloud paradigm is that its highly elastic nature allows

rapid provisioning of computational resources. This elasticity is achieved

through the use of virtualization technology as explained in Section 2.4.

Since cloud computing is still an emerging technology, the terminology for

describing different aspects of this concept is currently in a state of flux. How-

ever, there are ongoing efforts to achieve standardization on specific aspects

of the relevant terminology. The “NIST Definition of Cloud Computing” is

one such effort which presents recommendations from the National Institute

of Standards and Technology (NIST) [9].

According to the NIST definition, cloud computing is composed of the fol-

lowing three service models:

• Cloud Software as a Service (SaaS)

• Cloud Platform as a Service (PaaS)

• Cloud Infrastructure as a Service (IaaS)

The NIST definition also lists the following four deployment models for cloud

infrastructure:
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1.2. BACKGROUND

• Private clouds

• Community clouds

• Public clouds

• Hybrid clouds

These service and deployment models mostly coincide with recent general

literature on the topic of cloud computing. Authors of scientific literature

have also accepted these definitions to a certain extent. For example, in their

seminal paper, “Above the Clouds: A Berkeley View of Cloud Computing”,

Armbrust et al. agree with the NIST deployment models but avoid the

service model terminology because they feel it lacks the required clarity to

distinguish between the various service models [10].

Recently, it has been proposed that cloud resources could be used to enhance

the computational capabilities of mobile devices. This paradigm is referred

to as mobile cloud computing and has been discussed by Kumar and Lu [1],

Chun et al. [2] and Marinelli [3] amongst others. Chun et al. explain how

mobile computing is currently being used in a wide variety of applications

and claim that “Mobile cloud computing is the next big thing” [2].

Mobile cloud computing is currently going through a critical phase of its de-

velopment since this new paradigm is gaining momentum in both academic

research as well as commercial endeavours. This means that there is an in-

creasing amount of information available on this topic. In order to continue

research and development in this field, it is necessary to consolidate the ex-

isting information and represent it in a structured form. Simoens et al. have

reviewed and analysed a number of mobile cloud computing systems specif-

ically in the area of remote graphical rendering [11]. They have proposed

that future research should focus on “the design of an overall framework”

for mobile cloud computing [11]. This motivates one of the key objectives of

this work.

For the purposes of this work, definitions of key terms are established in

4



1.3. DEFINITIONS

Section 1.3. The scope and objectives of this research endeavour are pre-

sented in Section 1.4.

1.3 Definitions

This section defines the terms ‘Mobile Computing & Communication Device’

and ‘Cloud Computing’ specifically in the context of this work. These defini-

tions are important not only for clarity but also because they affect the scope

of this research. Since these are both areas of technology in which rapid de-

velopment is currently taking place, it is important that these definitions are

not so specific as to be made obsolete by the next iteration in the technology

development cycle. In order to achieve this, these two concepts are defined in

terms of their functional characteristics. Although specific examples are dis-

cussed throughout this work, these are used only for explanatory purposes.

The concepts presented in this research are applicable to all systems which

comply with the following definitions:

1.3.1 Mobile Computing & Communication Device

A Mobile Computing & Communication Device (MCCD) is any device which

is designed for mobility and which provides some degree of computational ca-

pacity and network connectivity whilst mobile. In this context, the concept

of mobility differs from that of portability. A portable device can be oper-

ated whilst stationary in different geographical locations. A mobile device is

portable but can also be used whilst moving between different locations.

A device specifically designed for mobility inherently exhibits two important

characteristics. Firstly, the device has a finite energy source that stores

the energy required for mobile operation. At present, most mobile devices

use rechargeable batteries. Secondly, the design of a mobile device ensures

portability by limiting the physical mass and dimensions of the device. It is

not possible to define mobile devices in terms of absolute physical size. This
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1.3. DEFINITIONS

is illustrated by devices which are based on the tablet form-factor and are

significantly larger than smartphones but are still classified as mobile devices.

Computational capacity means that the mobile device has the capability

to perform useful computational operations whilst mobile. Most modern

MCCDs run a mobile Operating System (OS) which allows the execution

of various software applications. Network connectivity must be provided by

some form of wireless communication network which allows the device to

maintain a connection whilst mobile. This is usually provided by cellular

communication networks or Wireless Local Area Networks (WLANs).

In general literature, the many devices included in this definition are of-

ten categorized using terms such as ‘feature phones’, ‘smartphones’, or even

‘superphones’ . However, from a technical perspective, these distinctions do

not affect the scope of this definition or the subsequent research. In this

document, the terms ‘mobile device’ or ‘device’ refer to an MCCD.

1.3.2 Cloud Computing

Cloud computing involves the use of remote high-capacity elastic computa-

tional resources which are accessed via a network such as the internet. These

resources must provide significantly greater computational capacity than is

available on a mobile device. Exact quantification of this capacity is delib-

erately avoided due to the rapid pace of development of cloud computing

technology. For the purposes of this work, the computational capacity of a

cloud resource is assumed to be at least an order of magnitude greater than

that of a mobile device.

Cloud resources can be provisioned on-demand in a highly elastic manner.

There are various services which could be provided through this paradigm

but for the purpose of this research, these can be abstracted as a dynamic

combination of data processing, data storage and network connectivity. Most

current applications based on this paradigm demonstrate these capabilities by

transferring some quantity of data into the cloud, performing computational
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1.4. SCOPE AND OBJECTIVES

operations on the data and storing the results. Since cloud resources are

accessed via a network interface, it is assumed that these resources are also

capable of communicating with other nodes on the network.

Although there is often a usage-based or time-based financial cost associated

with the use of public cloud infrastructure, this cost does not form part of the

definition for this work. Whilst the importance of this financial cost is not

disputed, the reason for its exclusion is that, from a technical perspective, it

is equally possible to use an alternative deployment model such as private or

hybrid cloud infrastructure. These alternative approaches are not subject to

the same financial cost structure.

1.4 Scope and Objectives

The overall aim of this work is to provide a consolidated review and struc-

tured critical analysis of current research and developments in the field of

mobile cloud computing. In order to achieve this, four major objectives for

this minor dissertation are defined as follows:

• The first objective is to investigate the current situation and prevail-

ing trends in mobile computing. This includes analysing how mobile

computing can be enhanced to meet the increasing computational re-

quirements of new mobile applications. This serves to contextualize

the work and provides insight into the fundamental motivation for en-

hanced mobile computing.

• Various important considerations relevant to mobile cloud computing

have been discussed in recent scientific literature. It is often the case

that a particular research effort addresses an incomplete subset of these

points when describing a system based on this technology. The second

objective is to identify and consolidate these various considerations and

to define a structured theoretical analysis framework for mobile cloud

computing.
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• There currently exists a broad range of application domains for mo-

bile computing. Some of these domains have been proposed as good

candidates for mobile cloud computing and others are already making

use of this technology. The third objective of this work is to analyse

and compare these mobile application domains using the defined anal-

ysis framework. This leads to a set of conclusions for each application

domain in the context of mobile cloud computing.

• In terms of the actual implementation of mobile cloud computing, some

strategies and approaches have been proposed through both recent sci-

entific literature and commercial endeavours. Although these differ

in complexity, they often exhibit similarities based on their functional

characteristics and so can be categorized along these lines. Building on

the conclusions of the preceding objectives, the fourth objective is to

categorize, analyse and compare these implementation approaches by

drawing on certain aspects from the analysis framework.

In this work, the term ‘costs’ is used in its most fundamental form to refer

to the use or consumption of finite resources. For example, in the context

of mobile devices, energy costs refer to the consumption of energy from the

device’s battery and communication costs refer to the use of electromagnetic

spectrum and network capacity. Whenever this term is used, the type of

cost is explicitly specified as in the above examples. Financial (monetary)

costs are usually linked to particular resource costs. For example, in public

communication networks, there is usually a financial cost associated with the

use of network capacity (communication cost). However, the relationship

between financial costs and resource costs is highly variable and is influenced

by non-technical factors such as business policy. Therefore, since the focus

of this research endeavour is primarily scientific and technological in nature,

considerations related to financial costs are beyond the scope of this work.

In order to obtain sufficient coverage of the major research in this field, a

high-level systems approach is used throughout this work to abstract the in-

depth details of individual research efforts. This does not imply that these

8
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details are unimportant but rather allows for the comparative analysis of

multiple approaches in which different levels of detail are available. Due

to the complexity of the technology involved and the focus of this minor

dissertation, the physical implementation and testing of prototype mobile

cloud computing systems is beyond the scope of this research. The research

methodology used to identify and incorporate relevant sources of information

in this work is discussed in Section 1.6.

It is envisioned that the outcomes and conclusions of this work will serve

as a useful starting point for further research in the field of mobile cloud

computing.

1.5 Dissertation Structure and Overview

Chapter 2 of this document explains the motivation for enhanced mobile

computing using cloud resources. This chapter serves to contextualize the

overall research endeavour through an investigation into the current situation

and prevailing trends in the field of mobile computing.

Market research data shows that the number of mobile devices worldwide has

increased rapidly over the past decade [6]. These devices can provide useful

computational functionality through the use of mobile apps. Recently, both

the range of available apps and the number of app downloads have exhibited

rapid growth [7][8][12][13]. This combination of the increase in mobile devices

and the rapid rise in mobile apps indicates a strong trend towards the use of

mobile computing.

However, mobile devices will always be resource-constrained relative to non-

mobile systems because of the fundamental constraints of mobility [14]. The

device’s small physical dimensions and finite energy storage capacity limit

the choice of computational hardware and thus the computational capacity

of the device. Wireless communication networks generally exhibit higher

latency, lower bandwidth and less reliability than fixed equivalents. User
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Interface (UI) capabilities are sometimes a limiting factor on small mobile

devices.

It has been proposed that by connecting mobile devices to the cloud, the

computational capacity of the mobile devices can be increased. Although

the concept of offloading computation from resource-constrained devices is

not new, three prerequisites for the practical realization of this idea have only

recently been satisfied. These are the pervasive use of mobile computing, the

broad availability of cloud resources and the widespread coverage of mobile

communication networks. Therefore, it is now possible to achieve some degree

of enhanced mobile computing through the use of cloud resources.

Chapter 3 presents a theoretical analysis framework for mobile cloud com-

puting. Various applications of mobile cloud computing have been presented

in recent literature. However the authors have generally used dissimilar cri-

teria to analyse these proposals. The theoretical analysis framework defined

in this chapter is a structured consolidation of the salient considerations

identified in recent scientific literature.

By using a high-level qualitative approach, this framework includes a broad

spectrum of analysis criteria. Three important requirements that guided the

design of this framework are that it should be comprehensive in terms of its

coverage, flexible in its application and enduring in its relevance.

The framework is composed of the following seven major aspects, each of

which consists of several major considerations and key objectives:

• Computational requirements consist of the quantity, complexity

and type of computational operations performed as well as the volume

of data which is processed or stored.

• Communication requirements include the quantity of data to be

transferred over the network as well as performance metrics such as

communication bandwidth and latency.

• Mobile network impact analyses the impact of the system on a mo-
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1.5. DISSERTATION STRUCTURE AND OVERVIEW

bile network and vice-versa. It compares communication requirements

to mobile network capabilities.

• Energy considerations examine the energy costs and benefits for

both the mobile device and the overall system. The system is assessed

in terms of energy efficiency.

• Information security deals with issues of privacy and security arising

from the transfer of data between the mobile device and the cloud over

non-private networks.

• System availability investigates the risk of system failure and how the

consequences of unavailability impact on the usefulness of the system.

• Application usability considers any limitations to applications due

to the inherently constrained UI capabilities of mobile devices.

Through the process of grouping these considerations into the major aspects,

various interdependencies have been identified. These indicate that certain

aspects have an effect on one another. This validates the requirement for the

use of a comprehensive analysis framework.

This framework can be used in the analysis of cloud-enhanced mobile appli-

cations. It facilitates comparisons between different systems based on partic-

ular aspects. Certain considerations from this framework can be used in the

analysis of implementation approaches for mobile cloud computing systems.

Chapter 4 demonstrates the use of this framework in analysing various mo-

bile application domains. A mobile application domain represents a specific

purpose for which mobile devices can be used as computing tools. Each

domain may consist of any number of relevant mobile apps. This grouping

allows the domain-specific conclusions and recommendations to be general-

ized to multiple apps. These application domains are sourced from recent

scientific literature as well as existing commercial endeavours. They have

been selected based on the degree of benefit they can derive from the use of

mobile cloud computing.
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Some of these application domains have been discussed in recent scientific

literature but have been analysed using only a limited subset of criteria. The

use of the analysis framework provides a comprehensive qualitative analysis,

supported by literature and examples, showing the impact of mobile cloud

computing on each aspect of a domain. This identifies areas in which the

domain would benefit from this technology as well as potential issues which

must be addressed. It also allows for comparisons between different applica-

tion domains based on specific aspects of the framework.

The following mobile application domains have been analysed:

• Mobile scientific computing and simulation

• Mobile electronic healthcare services (mHealth)

• Mobile tools for education and training (mLearning)

• Advanced mobile Human-Computer Interaction (HCI)

• Entertainment and multimedia services

• Mobile gaming applications

The analyses of these application domains using the analysis framework have

resulted in various conclusions and recommendations specific to each domain

as described in the relevant sections. They have also allowed for qualitative

comparisons between different domains. The information obtained from these

analyses can be fed back into the design process in order to enhance future

applications using mobile cloud computing.

Chapter 5 presents an analysis of the various approaches to the implemen-

tation of mobile cloud computing systems.

Preceding the core analysis in this chapter are preliminary discussions of

two relevant concepts. The first discusses the sub-paradigm of mobile grid

computing. Ultimately, mobile grid computing is beyond the scope of this

research due to the fundamental differences in system architecture between
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this concept and mobile cloud computing. The second preliminary discussion

focuses on partitioning schemes for dividing a computational load between

the mobile device and the cloud. Static partitioning is highly deterministic

and simple to implement but is inflexible. Dynamic partitioning is more

complex to implement but allows the system to adapt and compensate for

device heterogeneity and mobile network fluctuations. As an open research

area, new developments in partitioning will have an impact on mobile cloud

computing.

The implementation approaches in this chapter have been selected from re-

cent scientific literature as well as commercial endeavours. Although not an

exhaustive list, this chapter includes a broad variety of approaches ranging

from theoretical suggestions to commercial products. A high-level analysis is

presented which draws on aspects of the theoretical analysis framework where

relevant. Based on their architectural characteristics, the implementation ap-

proaches are grouped into three broad categories so as to obtain insight and

conclusions which are applicable to a number of different systems.

• Application-specific cloud services use the cloud to provide pre-

defined functionality for use by a specific application. Although this

entry-level approach is the simplest to implement, it only enhances a

single application and so has limited benefit to the mobile device as a

whole.

• Multi-application cloud services provide limited cloud-based func-

tionality to all applications on the mobile device. This type of mid-

range approach is more complicated to design and implement than the

application-specific approach. However, it provides benefit to the mo-

bile device as a whole by enhancing a specific area of functionality

across multiple applications.

• Multifunctional cloud resources currently represent the most ad-

vanced type of approach to mobile cloud computing. They provide

augmented computational capacity to all mobile applications thus en-

hancing all aspects of the mobile device. Although they are the most
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complex to implement, approaches of this type provide an optimal so-

lution for mobile cloud computing.

All three categories of implementation approaches have various advantages

and disadvantages. In the short-term, it is likely that all three types of

approaches will continue to co-exist and will be successfully used in different

application domains. As the use of mobile cloud computing increases, it

is likely that multifunctional cloud resources will become significantly more

prominent in order to enhance system efficiency.

Chapter 6 presents the overall conclusions and summarizes this research.

Predicted future trends in mobile cloud computing and recommendations for

future work are also discussed in this chapter.

In terms of the future of mobile cloud computing, two major predicted trends

have been identified. The first is that Mobile Network Operators (MNOs)

will become increasingly involved in this technology since they can provide

various technological benefits such as integrated services. The second is that

the use of mobile cloud computing will continue to increase, leading to higher

communication requirements and ultimately causing a shift towards the use

of multifunctional cloud resources for reasons of efficiency.

Recommendations for future work include further experimentation and test-

ing in the area of multifunctional cloud resources as well as in the initial

association phase between device and cloud. The concept of cellular mobile

cloud computing represents an important research opportunity. Investigation

could be conducted into the use of the analysis framework in the analysis of

mobile devices with minimal UI capabilities. It would also be informative

to investigate the concept of mobile cloud computing from the cloud per-

spective. The final recommendation introduces the possibility of creating a

mutually beneficial distributed computing relationship between mobile de-

vices and the cloud by combining the vast computational resources of the

cloud with the global decentralized network of mobile devices.
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1.6 Research Methodology

This work primarily involves the consolidation, review and analysis of existing

research and developments in the field of mobile cloud computing. This is

similar to the concept of a meta-analysis as described by Rosenthal and

DiMatteo [15]. However, in this work, the purpose of the analysis is to

identify the salient considerations in the field and thus is not focused on a

particular variable or set of variables.

This section presents the research methodology used to identify relevant

sources of information and the criteria used in incorporating these into this

work. The primary sources of information on which this work is based include

both peer-reviewed research publications as well as active commercial endeav-

ours. Due to the differences between these types of sources, the methodology

used to identify relevant information and the criteria with which it is evalu-

ated were adapted accordingly.

Research Publications: Peer-reviewed research publications such as jour-

nal articles and conference proceedings are usually organized and published

in a relatively structured system. This facilitates textual searches based on

keywords specific to the subtopic of interest. These searches were mainly

directed towards online publication databases which broadly encompass this

field including the IEEE Xplore1 and ACM Digital Library2 databases. Apart

from textual searches, bibliographic links were also used as an important

method in the identification of relevant research publications. Since mobile

cloud computing is a relatively new field of technology, the majority of core

sources were published within the last four years. Therefore, the date of

publication was not used as a evaluation criterion. The primary criteria used

in incorporating research publications in this work were the relevance to a

particular subtopic and the level of detail available in the publication.

Metrics such as a publication’s citation count and number of downloads were

1http://http://ieeexplore.ieee.org/
2http://http://dl.acm.org/
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used as secondary criteria due to the relative recency of this field. Various

research publications ranging from theoretical proposals to physical imple-

mentations have been used in this work.

Commercial Endeavours: The research publication sources are comple-

mented by information about existing commercial systems which use mobile

cloud computing. Since many of these systems are targeted at end-users, a

significant amount of information is available via online sources. Although

information about commercial endeavours is not available from structured

databases, this information is often made available directly by the service

provider. In comparison to research publications, there is less technical in-

formation available regarding commercial systems. The primary criteria for

the incorporation of commercial endeavours in this work include the rele-

vance to a particular subtopic and the level of detail available. A third

criterion is that a fully functional production-quality system must be avail-

able. This effectively replaces the peer-review process and ensures that in all

cases, the technological feasibility of these commercial systems has already

been demonstrated.

Using these two types of sources, specific approaches and criteria were used

to identify information relevant to the individual chapters of this work.

Motivation for Enhanced Mobile Computing: In order to achieve the

first objective and to contextualize this work, quantitative information was

obtained from research publications as well as recent business intelligence

reports. The reputation of the publisher was an important criterion in the

inclusion of business intelligence reports. Although these reports sometimes

include speculative predictions, they provide an indication of overall trends

within this field of technology as explained in Chapter 2.
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Figure 4.7: Screenshot of multimedia-intensive game being played on a mobile
device powered by the “OnLive” cloud-based gaming system [95].

Luo has investigated the use of the cloud computing paradigm in the con-

text of virtual reality or augmented reality applications [97]. These appli-

cations have fundamentally similar requirements to mobile games including

high graphical throughput, low latency multimedia rendering and frequent

user interaction [97]. Luo has concluded that although this is a relatively new

approach, the cloud computing paradigm will be beneficial to these types of

applications in the near future [97].

Wang and Dey have presented a technique to address the constraints of com-

munication bandwidth in mobile gaming applications [98]. This approach in-

volves dynamic adaptation of the rendering of graphical output based on net-

work conditions [98]. Using a commercial mobile wireless network based on

Universal Mobile Telephony System (UMTS) technology, it has been demon-

strated that this strategy can significantly improve usability compared to a

static approach [98]. This leads to the concept of application partitioning

which is discussed in Section 5.3.

The use of the analysis framework in the mobile gaming domain gives the

following results:

Computational Requirements: This domain is characterized by very high

computational requirements due to the high quantity of multimedia content
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as well as the various game-related algorithms involved. The output quality

of the application is proportional to its computational requirements. Greater

computational capacity allows the rendering of richer multimedia content and

the use of more sophisticated game-related algorithms. Furthermore, the

event driven nature of gaming means that computation must be performed

in near real-time. Although the current generation of mobile games provides

an attractive user experience, this could be significantly enhanced using the

augmented computational capacity provided by the cloud.

Communication Requirements: The quantity of data exchanged between

the mobile device and the cloud resource depends on the nature of the ap-

plication. The generalization of games as multimedia-intensive applications

with a high level of user interactivity leads to very high communication re-

quirements. Jarschel et al. have explained that unlike conventional video

streaming or web applications, cloud-based gaming requires both a relatively

high downlink bandwidth and low communication latency [99]. In this do-

main, almost all communication takes place directly between the mobile de-

vice and the cloud resource and therefore there is no benefit in using the cloud

resource as a communication proxy. Communication latency also has a direct

effect on the output quality of the application. In order to reduce this com-

munication latency, it may be desirable to situate the cloud resource in close

geographical proximity to the mobile device as proposed by Satyanarayanan

[30].

Mobile Network Impact: Due to the high communication requirements of

this domain, mobile gaming applications could be limited to certain types of

RATs in order to ensure the required bandwidth and latency characteristics.

Similarly to the multimedia domain, the broad appeal of mobile gaming could

result in a very large user base. This large number of users combined with

the high quantity of multimedia data transferred could place a significant

load on the mobile network. However, the system also inherently exhibits

some degree of self-regulation because of the strict communication latency

requirements. If the network were to become congested, communication la-

tency would increase, making it unsuitable for gaming. The applications in
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this domain would then automatically reduce their usage thus returning the

network to it previous state. Apart from restricting these applications to

specific RATs, it may also be necessary to categorize and prioritize different

classes of network traffic during peak periods.

Energy Considerations: Due to the computationally intensive nature of

mobile gaming, there is significant potential for energy saving through the use

of cloud resources. Using the “MAUI” system, Cuervo et al. have shown that

remote execution reduced the energy consumption of a graphically-intensive

video game by 27% and a mobile chess game by 45% [31]. There is a difference

in energy saving because the chess game involves less multimedia content but

more algorithmic logic than the video game and can therefore offload more

computation using less communication. Again, the energy cost model can be

used to make offloading decisions in this type of scenario. Given the correct

conditions, there is significant potential to reduce energy consumption in this

application domain.

Information Security: In this domain, it is not likely that applications will

involve highly sensitive information. Therefore, no additional security mea-

sures are required beyond those already used for securing network commu-

nication. It may be argued that some mobile games involve online payment

for the game itself or for specific features. However, this transfer of payment

details over the network is not a new concept and existing security measures

have been designed to address this scenario. The advent of cloud-based mo-

bile gaming does not increase risk or introduce any new vulnerabilities from

a security perspective. Jarschel et al. have pointed out that cloud-based

games are advantageous to game developers because the cloud can be used

to reduce software piracy or other unauthorized use of the software [99].

System Availability: In comparison to other application domains anal-

ysed in this chapter, mobile gaming applications generally do not have high

availability requirements due to the nature of the service. However, since

this is also one of the most highly commercialized domains, periods of sys-

tem unavailability would have a significant impact on revenue for the game’s
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provider. Although the mobile cloud computing paradigm introduces net-

working and cloud elements into the system, it may still be possible for games

to continue functioning if these resources become unavailable. In this reduced

functionality mode, a game could temporarily decrease output quality or use

simplified game logic algorithms in order to reduce its computational require-

ments. This could be used as a fall-back mode for short periods when the

mobile device temporarily loses connectivity to the cloud resource.

Application Usability: The design of gaming applications is constrained

by the limited UI capabilities (input and output) of mobile devices. Due

to the high quantity of multimedia content involved, factors such as screen

size and resolution impose a maximum limit on the quality of the output of

mobile gaming applications. Although the use of cloud resources makes it

possible to remotely generate and render highly detailed graphical output,

this level of detail may not be visible on a mobile device’s screen. In some

cases, attempting to display too much information may decrease the over-

all user experience. In a cloud-based gaming application, the network and

cloud elements could also affect usability by introducing perceptible delays

in the game. Jarschel et al. have explained that, due to the differences

between cloud-based gaming and traditional gaming, a new Quality of Expe-

rience (QoE) metric is required [99]. They have proposed a QoE metric and

demonstrated the use of this through a user survey [99]. Based on the user

experience data obtained, they have concluded that cloud-based gaming is a

viable option for the future [99].

Mobile games are usually multimedia-intensive applications characterized by

a high degree of user interactivity. The use of cloud-based resources to bring

gaming to resource-constrained devices has been explored in recent scientific

literature and forms the basis of multiple commercial systems. The compu-

tational requirements of this domain are very high due to the high quantity

of near real-time multimedia processing required. Output quality is often

directly related to the amount of computation required. Communication re-

quirements are high because games require both high bandwidth and low

latency in the connection between the mobile device and the cloud resource.
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Due to their broad user base, mobile gaming applications could place a sig-

nificant load on the mobile network. However, the inherent self-regulation

of these systems would prevent network congestion. It has been shown that

significant improvements in energy efficiency are possible in this domain de-

pending on the nature of the game. In this domain, information security is

not critical since the addition of the cloud element does not introduce any

new security vulnerabilities. Similarly, system availability is not a primary

concern as it is often possible to include a fall-back mode for temporary

disconnected operation. Application usability is an important consideration

because it limits the maximum appreciable output quality of the game and

hence the computational requirements. Since usability could also be affected

by the network and cloud elements, it is important to analyse applications

using an appropriate QoE metric. Overall, this domain has significant po-

tential to benefit from the mobile cloud computing paradigm.

4.8 Generic Analysis Process

The preceding sections of this chapter have demonstrated the process of

applying the theoretical analysis framework defined in Chapter 3 to specific

application domains. One of the stated aims of the framework is that it

should be sufficiently flexible so that it can be used in the analysis of different

types of systems based on mobile cloud computing. The preceding analyses

of different domains serve to validate this requirement.

This section expands on the preceding sections and presents a generic analysis

process which explains how the framework can be used to analyse other

applications or systems based on mobile cloud computing. The exact process

of using this framework differs depending on the system being analysed.

However, in all cases, there are certain overarching stages of the process

which are present in all analyses.

Although the stages of this process form a logical sequence, the analysis

often includes iterations in which the output of a particular stage leads to
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refinements in one of the earlier stages. This iterative approach resembles

a type of agile methodology as defined in the field of software engineering

[100].

The major stages of the generic analysis process for mobile cloud computing

systems are:

System Identification: The first stage in the process is the identification

of the system or group of systems to be analysed. This is usually based

on a functional definition of the system which describes the core features

or capabilities. Using this functional definition, the specific subsystems and

technologies required to provide this functionality can be identified. It is

important to ensure that the complete system is identified in this stage.

This analysis can also be performed on groups of systems as demonstrated by

the use of application domains rather than specific systems in the preceding

sections of this chapter. In this case, a functional definition common to all

the systems in the group must be established. In the preceding sections, the

functional definition of each application domain is presented as part of the

introductory discussion in each section.

System Verification: The second stage in the process is to verify that

the system being analysed is indeed based on the mobile cloud comput-

ing paradigm. Mobile cloud computing must be distinguished from a sim-

ilar paradigm in which computation is distributed amongst a group of mo-

bile devices in close physical proximity. As explained in Section 5.2, this

type of system architecture is known as mobile grid computing. Although

they achieve similar objectives, systems based on the mobile grid computing

paradigm are beyond the scope of this analysis framework due to fundamen-

tal differences in system architecture. In the preceding sections, the system

verification stage is documented implicitly in the initial discussion of each

application domain.

Mobile-Cloud Relationship Analysis: The third stage of the process

consists of an analysis of the relationship between the mobile device and

the cloud resource. This aims to determine which functional components
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are executed on the mobile device and which are offloaded to the cloud.

In some systems, computation may be dynamically partitioned between the

mobile device and the cloud as explained in Section 5.3. For these systems,

the analysis must include both possibilities for the relevant components. In

this stage, the flow of information between the mobile device and the cloud

resource is also determined. In the preceding sections, the results of this

third stage are explained in the discussion of each application domain.

Analysis of Aspects: The core analysis of the system based on the aspects

defined in the framework is the fourth stage of the process. As explained

in Chapter 3, each aspect of the framework consists of a set of major con-

siderations. In this stage, each of these considerations is evaluated in the

context of the system under analysis. The analysis framework has been

designed primarily to facilitate qualitative analysis of systems or groups of

systems. If a functional prototype of the system is available, it is possible to

supplement the main analysis with additional quantitative benchmarks for

certain aspects. However, as demonstrated by the preceding sections of this

chapter, qualitative analysis is sufficient to facilitate the desired comparisons

between different systems. The results of this core stage of the analysis are

documented specifically for each aspect.

Analysis of Interdependencies: For each aspect of the framework, a

number of interdependencies with other aspects have been identified. As

explained in Section 3.9, it is critical to include these interdependencies in

any analysis of mobile cloud computing systems. In this stage, the results

of the analysis for each aspect are evaluated with reference to the relevant

interdependencies. If required, outcomes of the previous stage are refined

based on these relationships between aspects. The results of this stage of the

process are documented with the results for each aspect from the preceding

stage.

Conclusion of Analysis: The final stage of the analysis process is to iden-

tify the most significant insight and conclusions for a particular system or

group of systems. These arise from the analysis of the specific aspects and
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interdependencies in the preceding two stages. In the analyses of the vari-

ous application domains in this chapter, the conclusions for each domain are

documented and discussed at the end of each section.

Using the process presented above, the framework defined in Chapter 3 can

be used in the analysis of other systems based on the mobile cloud computing

paradigm.

4.9 Conclusion

The analysis described in this chapter fulfils the third requirement of this

research as specified in Chapter 1. It demonstrates the use of the theoretical

analysis framework, described in Chapter 3, in analysing various mobile

application domains.

As stated in Section 4.1, the purpose of this chapter is to demonstrate the

analysis of various mobile application domains using the theoretical frame-

work. These analyses serve as validation of the framework itself. They also

provide useful insight and conclusions relevant to each application domain

as summarized in this section. This chapter demonstrates the process of us-

ing the analysis framework and, in particular, the generic analysis process

described in Section 4.8 explains how the framework can be used in the

analysis of other mobile cloud computing systems.

In this chapter, individual mobile apps are grouped into application domains

based on their functional characteristics. This allows the insight and conclu-

sions obtained to be generalized to all apps in a particular domain and avoids

ambiguity in the analysis of multifunctional apps. The application domains

featured in this analysis have been selected based on the degree of benefit

they derive from the use of mobile cloud computing and have been sourced

from recent scientific literature as well as commercial endeavours. However,

this is not an exhaustive list of application domains since new functionality

is constantly being developed.
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Some of these application domains have been discussed in recent scientific

literature in the context of mobile cloud computing. However, these are usu-

ally analysed using only a limited subset of criteria. The use of the analysis

framework provides a comprehensive qualitative analysis, supported by lit-

erature and examples, showing how each aspect of an application domain is

affected by mobile cloud computing. This highlights areas which benefit from

the use of this technology but also identifies potential issues which must be

adequately addressed in the design of the application. The use of this com-

mon analysis framework facilitates comparisons between different application

domains based on specific aspects of the framework.

In summary, for each aspect of the analysis framework, the following im-

portant conclusions have been identified from the analyses described in this

chapter:

Computational Requirements: The computational requirements of an

application domain are one of the most important factors in determining the

degree of benefit the domain derives from the use of mobile cloud computing.

In some cases, these computational requirements exceed the computational

capacity of the mobile device thus necessitating the use of cloud resources.

This occurs in the mobile scientific computing and mHealth domains due to

the complexity and quantity of computational operations required and the

quantity of data to be processed. Even if the mobile device has sufficient

computational capacity, the computational requirements of these application

domains are very high and so the use of the cloud resource can significantly

increase the computational performance of the system. The computational

requirements of the mLearning domain are the lowest out of this comparison

since they primarily involve reformatting and storing educational content.

In the advanced HCI domain, the complexity of the computations means

that cloud resources can be used to improve performance or provide new

functionality. The computational requirements of the multimedia domain

are relatively high due to the large quantity of multimedia processing in-

volved and are even higher in the mobile gaming domain which adds game-

related algorithms and requires near real-time computation. In both of these
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domains, the output quality is directly proportional to the computational

requirements. Therefore, the use of the cloud resource to augment the com-

putational capacity of the mobile device leads to an improved level of output

quality and a better user experience.

Communication Requirements: The communication requirements vary

between application domains but are also important in determining the de-

gree of benefit provided by mobile cloud computing. In the mobile scientific

computing and mHealth application domains, the communication require-

ments are relatively low because, although the quantity of data may vary,

there are no strict time constraints on the transfer of this data. In the

mHealth domain, the cloud resource can also be used to facilitate the trans-

fer of information to a medical professional. Communication requirements

are important in the mLearning domain due to its focus on content and

collaboration. In this domain and in the multimedia domain, the use of

the cloud resource as a communication proxy yields significant increases in

communication efficiency. Bandwidth and latency requirements strongly in-

fluence the overall communication requirements in the HCI, multimedia and

mobile gaming domains. In the HCI domain, the latency of the communi-

cation is critical even though the quantity of data transferred is relatively

low. Conversely, the multimedia domain requires high bandwidth to transfer

large quantities of multimedia content but can mitigate the effects of com-

munication latency through content buffering. The mobile gaming domain

has the highest communication requirements because it requires both high

bandwidth and low latency communication between the mobile device and

the cloud resource. In order to reduce communication latency, the use of dis-

tributed cloudlets in close geographical proximity to the mobile device has

been suggested by Satyanarayanan [30].

Mobile Network Impact: This aspect covers both the impact of the mo-

bile network on each application domain as well as the impact of each domain

on the network. The mobile scientific computing and mHealth domains do

not have a significant impact on the mobile network because they are in-

frequently used and can utilize low-bandwidth data transfer channels. In
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these two domains, the possibility of disconnection from the network during

a long-running process must be adequately addressed. For applications de-

scribed in the mLearning and multimedia domains, the use of cloud resources

can improve communication efficiency and decrease the load on the network.

This is particularly important in the multimedia domain which is already

the largest source of mobile network traffic [89]. Since the mLearning and

multimedia domains are largely focused on content, it is possible to miti-

gate mobile network effects such as communication latency through content

buffering. The HCI and mobile gaming domains would likely be restricted to

certain RATs because of their requirements for low communication latency.

The total communication requirements of all users must be considered in the

advanced HCI, multimedia and gaming application domains to ensure that

sufficient network capacity is available. Mobile gaming applications cannot

use the network if it is in a congested state and therefore exhibit a degree of

inherent self-regulation which assists in limiting the network impact of these

applications.

Energy Considerations: Improvements in energy efficiency are one of the

most often cited benefits of mobile cloud computing. The importance of en-

ergy efficiency is a direct consequence of the finite energy storage capacity

of mobile devices which is one of the fundamental constraints of mobility

[14][17]. Energy considerations are used to make computation offloading

decisions and to quantify the degree of benefit provided by mobile cloud

computing. An energy cost model (similar to that discussed by Kumar and

Lu [1]) can be used to analyse energy considerations in distributed comput-

ing systems. The majority of applications in the mobile scientific computing

domain would not be feasible without the use of cloud resources and thus

energy is not a primary consideration in this domain. The same is true for

certain applications within the mHealth domain although for others there

is significant potential to improve energy efficiency by distributing compu-

tation between the device and the cloud. In the advanced HCI domain,

energy savings depend on the type of computation involved and significant

improvements can be achieved in the more complex higher-level HCI oper-
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ations. The best candidates for improvements in energy efficiency are the

mLearning, multimedia and mobile gaming domains. In these domains, var-

ious complex or high-quantity computational operations can be performed

in the cloud. Although this requires the mobile device to expend energy on

communication, the reduction in computation leads to overall energy sav-

ings. In these application domains, the energy cost model shows how the use

of mobile cloud computing can significantly increase the energy efficiency of

mobile devices and lead to system-wide energy savings.

Information Security: In terms of information security and privacy con-

siderations, application domains vary depending on the type of information

involved. The mobile scientific computing and mLearning domains most of-

ten utilize open-access or pubic domain content such as public data-sets or

open educational resources. The combination of this type of information

and the collaborative nature of these domains means that information secu-

rity is not a primary consideration. This does not mean that these systems

should not have certain security measures but rather that the use of exist-

ing device and network security protocols is sufficient in these domains. In

contrast, information security is a critical requirement in the mHealth and

advanced HCI domains because these involve highly sensitive personal infor-

mation. When medical information is stored or processed in electronic form,

regulatory statutes enforce certain levels of security. In these two domains,

advanced security services must be an integral part of an application’s design.

The multimedia and mobile gaming domains fall between these two extremes

because they do not involve sensitive information but still require the pro-

tection of user privacy. This can be achieved using various existing security

services and should be considered in the design of the applications. Research

has shown that it is possible to address the information security considera-

tions of mobile cloud computing using the appropriate security technologies.

An example of such a solution is the security management model proposed

by Nkosi and Mekuria [73].

System Availability: In the above analysis, the importance of system avail-

ability varies depending on the application domain. The aim is to minimize

118



4.9. CONCLUSION

system unavailability in all domains but the consequences of such unavailabil-

ity are different for each domain. Due to the nature of the mobile scientific

computing domain, temporary system unavailability would not have serious

consequences. By comparison, in the mHealth and advanced HCI domains,

it is possible that users may become completely dependent on these appli-

cations and so unavailability could result in serious medical consequences or

the mobile device becoming unusable. Applications in these domains there-

fore require a sufficient level of redundancy to mitigate against this risk. The

actual level of availability would probably be specified through some form of

service level agreement. In the mLearning domain, the success of the sys-

tem is influenced by the level of system availability. However, since this is

not a highly commercialized domain, the risk and consequences of system

availability must be balanced with the increased resource costs required to

achieve higher availability. On the other hand, the multimedia and gaming

domains are highly commercial in nature and so system unavailability has a

negative financial impact for the service providers. It is possible to achieve

higher levels of system availability by using redundant subsystems or compo-

nents with specified availability guarantees. However, the selection of these

subsystems and components is often a financial decision which is beyond the

scope of this analysis.

Application Usability: In the application domains analysed in this chap-

ter, usability considerations are important because they impose constraints

on the transfer of information between the user and the mobile device. How-

ever, the exact nature of these constraints varies between the different do-

mains. In the mobile scientific computing domain, UI limitations such as

small screen sizes limit the quantity of information that can be output to

the user. The small physical device size also limits the input of informa-

tion but this limitation can be eliminated by obtaining the input data from

sensor peripherals connected to the device. In the mHealth domain spe-

cialized physiological sensors are used to obtain input data and the output

information is likely to be presented in a highly condensed form. Although

applications in the HCI domain are designed to enhance usability, these ap-
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plications themselves must also be capable of functioning using only the

limited UI hardware capabilities of mobile devices. In the mLearning, multi-

media and mobile gaming domains, usability considerations mainly limit the

output of information to the user in terms of quality. Although it may be pos-

sible to source or generate higher quality content using cloud resources, this

would not improve output quality. Increasing output quality generally leads

to higher computational and communication requirements and therefore in-

creases energy consumption. By taking usability considerations into account,

it is possible to achieve a balance between these factors in order to maximize

the efficiency of the system whilst operating within the UI constraints of a

mobile device.

The analyses presented in this chapter demonstrate the benefits of using

the theoretical analysis framework defined in Chapter 3. By performing a

comprehensive analysis of all aspects in a particular application domain, it

is possible to identify both the implications as well as the benefits of the

use of mobile cloud computing in that domain. Furthermore, the use of

this analysis framework facilitates qualitative comparisons between different

application domains based on specific aspects of the framework. The insight

and conclusions obtained through these analyses can be fed back into the

design process in order to enhance future applications. The generic analysis

process presented in Section 4.8 facilitates future use of the framework in

the analysis of other systems based on the mobile cloud computing paradigm.
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Chapter 5

Implementation Approaches for

Mobile Cloud Computing

5.1 Introduction

The previous chapter demonstrated the analysis of various mobile application

domains using the theoretical analysis framework. As highlighted by some of

the scenarios presented, it is also important to consider the underlying mech-

anisms of these systems. This chapter completes the core technical analysis

of this research by analysing various approaches to the implementation of

mobile cloud computing systems. This fulfils the fourth requirement speci-

fied in Chapter 1. The main analysis sections in this chapter are preceded

by two preparatory sections which provide relevant background information

and contextualize the content of this chapter.

In the first preparatory section, Section 5.2, the differences between mo-

bile grid computing and mobile cloud computing are discussed. These two

concepts exhibit various similarities in terms of purpose and functionality.

However, due to their fundamental differences in architecture, it is more ac-

curate to describe these as two separate sub-paradigms rather than different

implementation approaches.
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The second preparatory section, Section 5.3, explains the concept of ‘par-

titioning’. This relates to the division of computation between the mobile

device and its associated cloud resource. This concept is relevant to all

implementation approaches discussed in this chapter. Partitioning is an on-

going research field supported by an expanding base of scientific literature.

The full extent of partitioning research is beyond the scope of this work

but Section 5.3 presents the background information necessary for the core

analyses in this chapter.

The implementation approaches analysed in this chapter are sourced from

recent scientific literature as well as commercial endeavours. The informa-

tion obtained from scientific literature ranges from suggestions based on the-

oretical analysis through to prototype implementations with performance

measurements. The commercial endeavours are currently all being operated

as production-quality systems but inherently lack the technical details nec-

essary for in-depth quantitative analysis. Therefore, in order to include a

broad range of implementation approaches (both scientific and commercial),

a high-level systems analysis is used in this chapter. The theoretical analysis

framework is not used directly as in the previous chapter because of the lack

of in-depth technical information in some aspects. However, various consid-

erations from that framework are used in this analysis where applicable.

In a similar manner to the previous chapter, the implementation approaches

in this chapter are divided into categories based on their architectural char-

acteristics. Since there is no formal categorization system for this type of

analysis in scientific literature, the categories used in this chapter have been

constructed specifically for this research. This categorization is based on

the fundamental architectural characteristics of mobile cloud computing sys-

tems. By analysing these categories rather than the individual approaches,

it is possible to provide insight and conclusions which are applicable to a

number of different systems. Therefore, the purpose of this chapter is not to

give an exhaustive list of implementation approaches but rather to identify,

analyse, and comment on these major categories of systems.
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The three categories into which the implementation approaches are divided

in this research are:

• Application-Specific Cloud Services

• Multi-Application Cloud Services

• Multifunctional Cloud Resources

These three categories of implementation approaches are explained and anal-

ysed in Section 5.4, Section 5.5 and Section 5.6 respectively. The con-

clusions and recommendations specific to each category are given at the end

of the relevant section and the overall summary and conclusions of this chap-

ter are presented in Section 5.7.

5.2 Mobile Grid Computing

The term ‘mobile cloud computing’ is sometimes used to refer to one of

two different sub-paradigms of distributed computing systems involving mo-

bile devices. One interpretation of this term refers to a group of mobile

devices which pool their computational resources using some form of short-

range wireless networking. However, the more common interpretation is a

collaborative relationship between a resource-constrained mobile device and

a remote high-capacity non-mobile computational resource. Based on the

definition of cloud computing presented in Section 1.3.2, the latter inter-

pretation is a more accurate representation of this term since it involves a

remote high-capacity computational resource. For purposes of clarity, the

first interpretation is referred to as ‘mobile grid computing’. Although these

two sub-paradigms share the common objective of augmenting the computa-

tional capacity of a mobile device, they are fundamentally different in terms

of system architecture as shown in Figure 5.1.
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Figure 5.1: An architectural overview of the mobile grid computing sub-
paradigm (top) and mobile cloud computing sub-paradigm (bottom). Mobile
grid computing involves a set of similar mobile devices pooling their com-
putational resources using short-range wireless networking. Mobile cloud
computing uses the mobile communication network to link a mobile device
to a remote high-capacity cloud resource.

As shown in Figure 5.1, mobile grid computing involves the pooling of re-

sources between two or more mobile devices in order to obtain the com-

putational capacity required to complete a specific task. One or more of

these devices may also provide external network connectivity for the grid

network but this is not mandatory. This is distinct from mobile cloud com-

puting which pairs the mobile device with a remote high-capacity cloud re-

source. Although both sub-paradigms are essentially distributed computing

architectures for resource-constrained mobile devices, they differ in terms of

the relationship between the nodes. Mobile grid computing uses multiple

resource-constrained nodes which have similar capabilities and are often lo-

cated in close geographical proximity. Mobile cloud computing establishes
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a one-to-one relationship between a mobile device and a remote non-mobile

cloud resource which has significantly greater computational capacity.

The architecture of the mobile grid computing system shown in Figure 5.1

is very similar to that described by Masinde, Bagula and Ndegwa [69]. Their

mobile grid computing system, “MobiGrid”, is designed to utilize low end

mobile devices which are especially common in African countries. The initial

applications proposed for this system include drought prediction (mobile sci-

entific computing application domain) and preserving traditional knowledge

about droughts (mLearning application domain) [69].

Huerta-Canepa and Lee have proposed a preliminary design for mobile grid

computing systems (although they referred to it as cloud computing) [101].

Chu and Humphrey have demonstrated a mobile implementation of the Open

Grid Services Initiative (OGSI) technology called “Mobile OGSI.NET” [102].

More recently, Black and Edgar have implemented a client for the Berkeley

Open Infrastructure for Network Computing (BOINC) framework on a mo-

bile device [103]. Although they have highlighted a number of challenges

in the mobile grid computing sub-paradigm, their experimental results have

demonstrated the feasibility of running grid systems on mobile devices [103].

One of the advantages of mobile grid computing over mobile cloud com-

puting is that the grid architecture is self-contained and does not require

a connection to an external network as shown in Figure 5.1. It could be

argued that this is important in areas which are not covered by wireless net-

works. However, the devices used in these mobile grids are usually low end

mobile phones since these are the most prevalent (as suggested by Masinde,

Bagula and Ndegwa [69]). With advances in mobile wireless networks, it is

becoming increasingly unlikely that devices such as mobile phones would be

available in areas without sufficient network coverage. Therefore, although

the self-contained nature of the grid is a technical advantage, it is unlikely to

be manifest in real-world situations due to the nature of the mobile devices

used in the mobile grid. Another perspective is that the use of the exter-

nal network in mobile cloud computing carries an associated financial cost.
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However, the energy consumed by the mobile device also leads to financial

costs in the mobile grid computing sub-paradigm especially in areas where

electricity supply is scarce. Therefore, both sub-paradigms have some form

of associated financial cost but the comparison of these costs is beyond the

scope of this research.

In the context of mobile healthcare (mHealth), Hoang and Chen have dis-

cussed some of the weaknesses of mobile grid computing compared to mobile

cloud computing [74]. Firstly, due to the complexity of the grid architec-

ture, it is difficult to design and deploy applications to make use of mobile

grid computing [74]. Secondly, since mobile devices are already resource-

constrained, it is difficult to obtain the required computational capacity in

a grid consisting of only these devices [74]. As explained in Section 2.4,

the computational infrastructure used by the cloud resource is designed to

maximize energy efficiency. Therefore, it is likely that the overall energy effi-

ciency of a mobile grid computing system will be significantly less than that

of a mobile cloud computing system.

Rosado et al. have identified that security, which is already an important

consideration in the general grid computing paradigm, is also very important

in the design of mobile grid computing systems [104]. They have developed

a methodology for the design of secure mobile grid computing systems [104].

One of the fundamental challenges of mobile grid computing is the unpre-

dictability of the nodes participating in the grid. Park et al. have explained

that the use of mobile devices in a grid computing architecture could lead

to failures caused by unstable wireless connections, limited device energy ca-

pacity, low communication bandwidth and frequent location changes [105].

Since these events are largely unpredictable, additional fault tolerance is re-

quired in the system [105]. Park et al. have presented a monitoring service

for fault detection in systems using this type of architecture [105].

Overall, mobile grid computing technology is seen to have potential for future

development and is a topic of ongoing research. However, the fundamental

differences in system architecture between mobile grid computing and mo-
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bile cloud computing lead to a number of significant differences in terms of

the applications and implementation approaches of these two sub-paradigms.

Therefore, although some of the relevant literature is incorporated into this

research, the mobile grid computing sub-paradigm is beyond the scope of

this work.

5.3 Static and Dynamic Partitioning

In a mobile cloud computing system, some computational operations are

performed on the mobile device whilst others are offloaded to the cloud re-

source. The process of dividing computation between the device and the

cloud is known as ‘partitioning’. This is an important concept in mobile

cloud computing since all implementation approaches inherently use some

form of partitioning. Therefore, this section aims to provide the background

information necessary to contextualize the analyses presented in this chap-

ter. Since partitioning is an ongoing research endeavour, a full review of this

concept is beyond the scope of this work.

As explained by Chun and Maniatis, there are two main types of partitioning,

namely, ‘static partitioning’ and ‘dynamic partitioning’ [52]. Between these

two extremes, there are also various strategies which combine elements of

both types.

In a static partitioning arrangement, the division of computation between the

mobile device and the cloud resource is statically defined in the design of the

application. This means that specific computational operations will always

be performed by the cloud resource and all other operations will always

take place on the mobile device. An example of static partitioning is the

“Google Goggles” visual search system [106]. The mobile app is responsible

for capturing and preprocessing an image which is then transferred to the

cloud. The actual image search is always performed in the cloud and the

results are returned to the mobile device.
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The advantage of static partitioning is that the designers of the applica-

tion specify the exact division of computation between the mobile device

and cloud resource. The partitioning scheme is therefore based on in-depth

domain-specific knowledge about the application. Another advantage is that

static partitioning makes the system highly deterministic in terms of the di-

vision of computation. However, the disadvantage of this is that the system

is very inflexible and unable to adapt to diversity. Flexibility is critical in the

context of mobile computing because of factors such as device heterogeneity,

workload diversity and the dynamic nature of mobile wireless connectivity.

In this context, device heterogeneity refers to the diversity of computational

capacities provided by different mobile devices. Chun and Maniatis have

pointed out that many modern applications can already run unmodified on

various classes of mobile devices including smartphones and tablet PCs as

well as other resource-constrained computing devices such as netbooks and

smart-TVs [52]. Applications based on static partitioning are unable to adapt

to the different computational capacity of these devices. Workload diversity

generally refers to the different types and sizes of workloads which could con-

ceivably be input into an application. Factors such as the size and complexity

of the input workload could influence the optimal partitioning scheme. Mo-

bile wireless connectivity is inherently dynamic in nature due to a number

of factors including geographic movement of the user, the available wireless

coverage in specific areas and the congestion level of the network at specific

times. Statically partitioned systems cannot adapt to these dynamic network

conditions. Nevertheless, static partitioning is still the most logical approach

for certain applications, including “Google Goggles” in which there is a clear

distinction between the operations which must be executed locally and those

which must be performed in the cloud.

In a dynamic partitioning arrangement, the division of computation takes

place at runtime. The application is partitioned in different ways depending

on the objectives specified for the system. These objectives could include

maximizing computational performance and output quality or minimizing

energy consumption on the mobile device. Due to the complexity of modern
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software systems, it is generally accepted that dynamic partitioning will be

an automated process performed by the system. Gu et al. have explained

that there are two key decision-making problems in systems of this nature

[107]. The first is the timely triggering of the process and the second is

the actual partitioning of the application [107]. The level of partitioning

granularity varies between different systems (for example: class level, thread

level or module level granularity) and is often influenced by the programming

language in which the application was implemented.

Various optimization algorithms are used to automatically partition appli-

cations at runtime. For example, the “Spectra” system described by Flinn,

Narayanan and Satyanarayanan uses gradient-descent heuristics to attempt

to find the best solution [35]. Wang and Li have used parametric resource

cost analysis to determine the partitioning based on a trade-off between the

computational workload and the communication costs [38]. This resembles

the energy cost model explained in Section 3.5 as well as the first two as-

pects of the analysis framework defined in Chapter 3. This type of approach

often requires some form of application profiling such as the estimation or

measurement of the execution time of a particular operation.

Dynamic partitioning does not have the benefit of application-specific knowl-

edge and so the outcome of the automatic partitioning may be less optimal

than a well designed static partitioning scheme under a specific set of cir-

cumstances. In order to address this challenge, some systems combine the

use of dynamic partitioning with additional information from the design-

ers (as would be used in the static partitioning case). Using the “Chroma”

system, Balan et al. have shown that it is possible to exploit application-

specific knowledge within a dynamically partitioned system through the use

of programmer-defined constructs which they call ‘tactics’ [108]. Each tactic

fully specifies one way of completing the required operation [108]. At runtime,

the system makes dynamic partitioning decisions based on the information

provided in these tactics [108]. Since the tactics are defined by the design-

ers, they provide application-specific knowledge for use in the partitioning

decision [108]. This is extended by the later work of Balan et al. in the
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development of “Vivendi”, a language which allows for concise description of

the different tactics and fidelities of an application [109].

However, the use of “Vivendi” still requires input during the design phase

and thus increases the complexity of the system. Furthermore, this addi-

tional information is not available for applications which have already been

implemented. Xian, Lu and Li have proposed an advanced solution which

combines static and dynamic partitioning without requiring any additional

information from the designers and without the estimation of computation

time before execution [110]. In their method, all operations are initially ex-

ecuted on the mobile device with specific time-outs based on a break-even

analysis of the mobile-cloud combination [110]. If the local operation exceeds

this break-even time-out, it is offloaded to the cloud resource [110]. Although

this may appear to be sub-optimal, experimental results have shown energy

savings of up to 17% compared to other approaches [110].

The choice between static and dynamic partitioning or some combination

of the two ultimately depends on the requirements of the application. In

some cases, the nature of application makes it particularly well suited to

static partitioning. In other cases, the use of dynamic partitioning with

the appropriate choice of granularity and partitioning algorithm makes the

application more flexible. These flexible systems are better able to adapt to

device heterogeneity and the dynamic nature of mobile wireless networks.

However, this is still an area of ongoing research in which new developments

are likely to influence future implementations of mobile cloud computing.

This section provides the background information necessary for the analysis

of the various approaches to implementing mobile cloud computing systems.

These implementation approaches are presented and analysed in the next

three sections.
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5.4 Application-Specific Cloud Services

This category consists of mobile cloud computing systems which are based

on application-specific cloud services. For purposes of this research, an

application-specific cloud service is defined as a cloud-based service designed

to enhance one specific mobile app. Through such a service, this app can

theoretically derive the full benefit of mobile cloud computing. These cloud

services are usually proprietary or closed systems and are intentionally re-

stricted such that they can only be used by a specific app.

Since the cloud service is designed for the exclusive use of one particular mo-

bile app, the system designers have full control over the interaction between

the mobile app and the cloud. Therefore, systems in this category are usually

characterized by the use of static partitioning. In some cases multiple static

partitioning schemes are provided and the system selects the best alternative

at runtime. However, this is still considered to be static partitioning because

the partitioning schemes were predefined during the design stage. Although

technically possible, the use of dynamic partitioning has not been evident in

this category of systems.

From recent literature, the CloudTorrent system developed by Kelenyi and

Nurminen uses an application-specific cloud service approach [41]. In this

system, the mobile app interacts directly with its cloud service [41]. Static

partitioning is used since the roles of the app and cloud are clearly defined

[41]. In this system, the cloud service retrieves a file from external internet

end-points and then the mobile app downloads this data from the cloud

service [41].

Two examples of commercial systems using this category of implementation

approach are the Google Goggles visual search app from Google [106] and

the Wolfram Alpha for Mobile scientific computing app from Wolfram Re-

search [66]. Although the exact implementation details are not available,

the operational characteristics of these systems strongly indicate the use of

static partitioning. Recently, Amazon has released a Software Development
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Kit (SDK) for the Android mobile OS which allows mobile applications to

interact directly with the Amazon cloud services [111].

Systems in this category are relatively simple to implement because of the

tight coupling between the mobile app and the cloud service. The use of static

partitioning means that the communication protocols have been designed

specifically for this system. The mobile app communicates directly with the

cloud service as it would with other network end-points. Since all interaction

with the cloud is handled by the mobile app itself, this type of approach does

not require modification of the mobile OS.

Using this type of approach, a particular application can be enhanced in

line with the analysis presented in the previous chapter. As explained in

the previous chapter, this is highly beneficial for the mobile application and

certain types of applications would not be possible without this augmented

capacity. Figure 5.2 shows an architectural overview of this category of

implementation approach.

However, advances in mobile operating systems have made it possible to

run multiple apps concurrently. Although only one app may be visible, this

multitasking capability allows other apps to continue working in the back-

ground. As shown in Figure 5.2, the situation could arise where multiple

cloud-enhanced mobile apps are running at the same time. Since the differ-

ent mobile apps do not interact with each other, they can be said to operate

using a type of silo mentality.

In a general multitasking system, multiple apps could request computational

resources at the same time. The finite computational capacity of the mo-

bile device is managed by the mobile OS and allocated to different apps

using some form of scheduling algorithm. In a multitasking system which

uses application-specific cloud services, each mobile app also attempts to

communicate with its cloud service, leading to competition for the limited

communication capacity. Since interactions with the cloud are controlled by

individual applications, they cannot be managed efficiently by the mobile

OS. Therefore, the OS is forced to use a naive approach and handle each
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Figure 5.2: A mobile device using three separate application-specific cloud
services. Each app communicates directly with a specific cloud service. Since
the apps are independent of each other, multitasking results in competition
for communication resources. Different cloud services may be hosted by
the same cloud provider in which case multiple parallel connections will be
established thus reducing the communication efficiency of systems in this
category.

app-cloud interaction separately. In some cases (as shown in Figure 5.2),

the services being accessed are provided by the same cloud provider. Due to

the silo mentality of this type of approach, the mobile device would establish
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a separate connection to the same cloud provider for each app. These mul-

tiple parallel connections reduce the communication efficiency of the system

thus placing a greater load on the mobile network and increasing the energy

consumption of the mobile device.

The silo nature of this approach is advantageous from an information secu-

rity perspective because each application has full control over the offloading

decisions. The design of the application can use the appropriate security mea-

sures to protect any sensitive information. Also, since the applications do not

interact with each other, the risk of security vulnerabilities caused by other

software on the device is decreased. In terms of availability, this approach

is also beneficial because the unavailability of a particular cloud service only

affects a single application. However, the risks and consequences of unavail-

ability due to failure of the communication network remain unchanged.

The proxy-based mobile web browser created by Shen et al. [90] as well as

the Amazon Silk split-browser [91] could both be placed into this category

because these two systems use application-specific cloud services to enhance

the web browser application. However, it could also be argued that the

web browser is actually a type of platform which supports other applications

(web apps). In this case, the use of cloud services would benefit multiple web

apps and the systems could be placed in the multi-application cloud services

category discussed in the next section.

Overall, application-specific cloud services can be considered to be entry-

level implementation approaches for mobile cloud computing because they

are the simplest to implement. Although each service provides benefit to

one particular application, it does not enhance the mobile device as a whole.

This type of approach does not operate well in a multitasking environment

because it leads to competition between applications for limited communica-

tion capacity and cannot be efficiently managed by the mobile OS. Although

it has some advantages, the silo mentality of this type of approach makes it

inefficient from a communication perspective.
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5.5 Multi-Application Cloud Services

Multi-application cloud services are implementation approaches that provide

specific functionality for use in multiple mobile applications. In contrast

to the previous category, individual apps do not access these cloud services

directly. Instead, each cloud service is accessed via its respective software

component on the mobile device as shown in Figure 5.3. This component

manages all communication with the cloud and provides specific functionality

to applications via an internal software interface. The use of this management

component on the mobile device means that this category is not simply an

extension of the previous category.

The management component of each service interacts very closely with the

mobile OS and often modifies the OS to a limited degree. For example, a

service may require specific libraries to be added at the OS level so that the

functionality it provides can be discovered and used by apps on the device.

The extent to which modification of the OS is required depends on the type of

functionality provided. This means that implementation approaches in this

category are more complex than those in the application-specific category.

Multi-application cloud services use either static or dynamic partitioning

depending on the type of functionality they provide. Although dynamic par-

titioning further increases the complexity of the system, it improves flexibil-

ity and addresses the concerns of device heterogeneity and dynamic mobile

network connectivity. Since the software component on the mobile device

manages the service for all applications, the benefits of dynamic partitioning

are also propagated to multiple applications.

Figure 5.3 shows an architectural overview of this type of implementation

approach. The software component of the service on the mobile device is

shown on the border between the application layer and the OS layer. In the

OS layer, this component may need to modify the OS or introduce additional

components such as software libraries. It could also include an element in

the application layer that interacts with users or provides status information.
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Figure 5.3: A mobile device using two separate multi-application cloud ser-
vices. Each service provides specific functionality to multiple applications.
The software component of the service on the mobile device has elements
in both the application and OS layers and communicates directly with the
cloud service. In this way, use of the cloud service by applications can be
managed to optimize performance and efficiency. Multiple cloud services of
this type may be required to provide complete functionality for the mobile
device.

In recent scientific literature, various examples of implementation approaches

from this category have been presented. Some of the applications of these

systems include cloud-based file systems and remote graphical rendering.
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Mao et al. have presented the design and implementation of a cloud-oriented

file service for mobile devices called “Wukong” [112]. This service uses the

cloud to augment the storage capacity of mobile devices [112]. Through the

software component on the mobile device, this augmented capacity can be

used by all applications on the device [112]. Similarly, Nam et al. have

used a cloud service to create a ‘virtual USB drive’ for mobile devices [113].

Two commercial examples of this type of service are the “Dropbox” [114] and

“Box” [115] services. Both of these provide cloud-based file storage and syn-

chronization functionality to all applications on the mobile device. Kristler

and Satyanarayanan have pointed out that when using a network-based file

system in the context of portable (mobile) computing, availability is an im-

portant consideration [60]. They have described the concept of ‘disconnected

operation’ in the “Coda” file system which enables a client to continue ac-

cessing critical data during temporary network failures thus improving the

availability of the system [60].

Lu, Li and Shen have proposed a high-level architecture for ‘screen virtual-

ization’ or remote screen rendering using a cloud-based service [62]. This ser-

vice would be used to provide high quality graphically-intense output whilst

reducing the computational load on the mobile device [62]. They have ex-

plained that this does not imply delegation of all rendering tasks to the cloud

but rather a distribution of tasks between the device and the cloud depend-

ing on current conditions [62]. Although not explicitly stated, this refers

to the use of dynamic partitioning within a multi-application cloud service.

Simoens et al. have reviewed and analysed various remote display solutions

which use cloud services to provide high quality graphical multimedia content

to resource-constrained mobile devices [11].

Since applications do not have direct control over the use of these cloud ser-

vices, information security is an important consideration in this category.

For example, cloud-based file storage services may be used to store sensi-

tive information. Whilst the protection of this information is still primarily

the responsibility of the application in which it is used, multi-application

cloud services must also provide adequate security measures to protect any
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information leaving the mobile device. The type of functionality provided

by these services determines the type of information involved and therefore

defines the required security measures.

Compared to the previous category, failure of a multi-application cloud ser-

vice poses a higher risk of system unavailability. Such a failure would affect

specific functionality across multiple applications on the mobile device. The

consequences of service unavailability are dependent on the nature of the

service and so availability guarantees should be provided where appropriate.

Some services could mitigate this risk through the use of fall-back mecha-

nisms such as the disconnected operation mode in the Coda file system [60].

As shown in Figure 5.3, a single mobile device may use multiple cloud

services from this category, with each providing different functionality. All

interaction with a particular cloud service is managed by the respective soft-

ware component on the mobile device. This ensures that the functionality

provided by the cloud service is allocated to different mobile applications in

the optimal manner, thus making the system more efficient from a resource

utilization perspective. The streamlining of communication in this architec-

ture improves communication efficiency compared to the previous approach.

This also reduces the impact of the system on the mobile network and de-

creases energy consumption on the mobile device. Another advantage of this

type of implementation approach is that it allows for specialization of cloud

services such that each cloud service can be optimized to provide a specific

type of functionality.

However, there may arise scenarios in which the combination of different

cloud services is sub-optimal, especially if they are hosted by different cloud

providers. A hypothetical example of this is a system using both a cloud-

based file storage service and an enhanced image search service hosted by

different providers. Since these two services are not integrated with each

other, data can only be transferred between the file service cloud and the

image search cloud by passing through the mobile device. This is inefficient

because the data is transferred over the wireless network twice. This ineffi-
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ciency can be overcome through the use of multifunctional cloud resources

as explained in the next section.

The multi-application cloud services category represents mid-range imple-

mentation approaches for mobile cloud computing. The close integration of

these services with the mobile device OS increases their complexity but al-

lows them to provide functionality to multiple applications. In some cases,

the use of dynamic partitioning makes these services more adaptable to de-

vice heterogeneity and varying network conditions. Information security is

an important consideration because these services may involve sensitive in-

formation and must therefore ensure that the appropriate security measures

are used. The centralized nature of these services increases the risk of sys-

tem unavailability due to failure of a cloud service. Overall, although they

are more complex than the application-specific category, multi-application

cloud services provide benefit to more applications and achieve higher levels

of efficiency. However, since each service only provides specific functionality,

the use of multiple independent services may be required. Although the ser-

vices will function correctly, this arrangement is less efficient than using a

multifunctional cloud resource as explained in the next section.

5.6 Multifunctional Cloud Resources

The multifunctional cloud resources category currently represents the most

advanced type of implementation approach for mobile cloud computing. In-

stead of providing a specific service, the cloud resource provides a dynamic

combination of data processing and storage capacity which can be used

by any application. As explained in the definition of a cloud resource in

Section 1.3.2, this processing and storage capacity is significantly greater

than that available on the mobile device. The cloud resource also has high-

bandwidth fixed communication links to other network end-points which can

be used to transfer data on behalf of the mobile device.

In this paradigm, there is a one-to-one relationship between the mobile device

139



5.6. MULTIFUNCTIONAL CLOUD RESOURCES

and the cloud resource. The full computational capacity of the cloud resource

is used to augment the computational capacity of the mobile device. This

type of cloud resource is often referred to as a ‘surrogate’ [32], [116], [117].

A high-level overview of the architecture of this category of implementation

approach is shown in Figure 5.4.

App 1 App 2

Software Libraries

Device Capabilities

Mobile Device

OS Layer

Application
Layer

Cloud Provider

Cloud Interface

Computation

Data Storage

Network Connectivity

Figure 5.4: A mobile device interacting with a multifunctional cloud resource.
This resource provides a dynamic combination of data processing and storage
capacity as well as network connectivity. All interaction between the device
and the cloud resource is managed and optimized by a software component
in the OS layer of the mobile device. The augmented capacity provided by
the cloud resource is made available to all applications on the device through
this component. In this way, the multifunctional cloud resource is used to
enhance the overall computational capacity of the mobile device.

As shown in Figure 5.4, the mobile device interacts with the cloud resource

through a software component integrated directly into the mobile OS. This

low-level integration gives the mobile OS full control over all interactions

with the cloud resource. The additional capacity provided by the cloud can
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be managed by the mobile OS in a similar manner to the device’s built-in

computational capacity. The mobile OS combines this additional cloud-based

computational capacity with the device’s existing hardware-based capacity.

This augmented capacity is made available to all mobile applications through

standard system interfaces so that mobile applications are not aware of the

use of the cloud resource. This means that new applications do not need to be

specially designed to utilize this augmented capacity and that existing appli-

cations can benefit from it without modification. Although they are indicated

separately in the figure, the cloud resource provides a dynamic combination

of data processing and storage capacity as well as network connectivity.

Implementation approaches in this category have not yet been used in main-

stream commercial systems but various examples have been presented in

recent scientific literature.

Chun and Maniatis have proposed an architecture for augmenting the com-

putational capacity of smartphones in which mobile applications are partially

offloaded to a cloud resource [33]. They have also presented the motivation

for the use of dynamic partitioning in such systems and have formalized the

dynamic partitioning problem [52]. Most recently, Chun, Maniatis et al. have

demonstrated an experimental implementation of this type of approach in the

“CloneCloud” system [2]. The design of this system is focused on maximizing

application performance and minimizing energy consumption [2]. The system

does not require any application modification and was evaluated using three

types of applications, namely, virus scanning, image search and behaviour

profiling applications [2]. Experimental testing has shown that this system

can deliver up to 20 times (20x) speed-up and up to 20 times reduction in

energy consumption for these applications [2].

Cuervo et al. have demonstrated a similar type of experimental implementa-

tion in the “MAUI” system [31]. This system makes use of device, network

and application profiling in order to dynamically partition applications be-

tween the mobile device and the cloud resource [31]. The system has been

evaluated using a face recognition application, a graphically intense video
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game and a chess game. In these applications, the system reduced execu-

tion time and energy consumption (by up to an order of magnitude for the

face recognition application) [31]. The MAUI system was also used to demon-

strate a mobile real-time spoken language translator application which would

not otherwise have been possible because its computational requirements ex-

ceeded the computational capacity of the mobile device [31].

As demonstrated by the above examples, all approaches in this category use

dynamic partitioning. This allows the system to compensate for device het-

erogeneity and varying network conditions and also allows all applications

to utilize the augmented computational capacity provided by the cloud re-

source. Therefore, this type of approach is highly beneficial to the mobile

device as a whole.

From a resource utilization perspective, this is the most efficient approach to

mobile cloud computing because all interaction with the cloud is fully man-

aged by the mobile OS. This means that the existing scheduling and resource

allocation algorithms which are used for the management of local resources

can also be used to manage the cloud resource. This centralized management

of the cloud interactions as well as the dynamic partitioning algorithm both

require some computational capacity as overhead for the profiling, partition-

ing and scheduling activities. However, the benefits of these activities exceed

their overhead costs as demonstrated by the above example systems.

The use of this centralized management component makes this approach

highly efficient from a communication perspective which in turn decreases

the impact of the system on the mobile network. The low-level integration

with the mobile OS makes it possible to use a comprehensive energy cost

model by factoring in device status information such as battery energy and

network characteristics such as signal strength.

Information security considerations are similar to the previous approach in

that the applications themselves are primarily responsible for securing the

information they use. However, the cloud resource must also provide an

adequate level of information security. It may be possible to use security
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considerations as another input to the dynamic partitioning algorithm so

that the energy required for additional security services is properly reflected.

One disadvantage of this centralized approach is that it creates a single point

of failure. Since unavailability of this system would affect the whole mobile

device, it is important to ensure that the system provides acceptable avail-

ability guarantees. Since the two examples listed above are experimental

systems, this consideration was not addressed in the same level of detail as

would be required for a commercial system.

Overall, the multifunctional cloud resource category represents the most ad-

vanced type of implementation approach for mobile cloud computing. By

providing a dynamic combination of data processing and storage capacity,

the cloud resource can augment the overall computational capacity of the

mobile device. The use of a centralized management component on the mo-

bile device allows the mobile OS to manage all interaction with the cloud

resource. The augmented capacity is made accessible to all mobile applica-

tions using standard system interfaces so that no application modification is

required. Although this approach has higher computational overhead com-

pared to previous approaches, it is the most efficient in terms of resource

utilization. The low-level integration of the management component with

the mobile OS allows for the use of detailed energy cost models which im-

prove the energy efficiency of the system. Due to the existence of a single

point of failure, availability considerations must be addressed in future im-

plementations. Experimental results showing significant improvements in

application performance and energy efficiency have demonstrated that this

type of approach represents the greatest potential for future implementations

of mobile cloud computing systems.
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5.7 Conclusion

This chapter presents an analysis of the various types of implementation

approaches for mobile cloud computing and so fulfils the fourth and final

requirement of this research as defined in Section 1.4. Preceding the core

analysis of these implementation approaches, the concepts of mobile grid

computing and application partitioning are discussed in order to provide the

necessary background information for the analyses in this chapter.

Mobile grid computing involves a group of mobile devices pooling their com-

putational resources in order to perform some computationally intensive op-

eration. These devices all have similar computational capacities and usually

interact with each other using short-range wireless links. From an archi-

tectural perspective, this is fundamentally different from the mobile cloud

computing sub-paradigm in which a resource-constrained mobile device es-

tablishes a distributed computing relationship with a remote high-capacity

cloud resource. Although the topic of mobile grid computing is beyond the

scope of this work, scientific literature from that field has been used to cor-

roborate certain considerations in the analysis framework and to provide

examples in some application domains.

The second preliminary section presents important background information

about the differences between static and dynamic partitioning of mobile ap-

plications. All implementations based on the mobile cloud computing con-

cept use some form of partitioning. In static partitioning, the predefined split

between device and cloud makes the system highly deterministic. Static par-

titioning is relatively simple to implement and can be highly optimized for

a particular set of circumstances. However, statically partitioned systems

cannot compensate for device heterogeneity or varying network conditions.

Dynamic partitioning is more complex to implement and generally requires

sophisticated algorithms to partition the software automatically. However,

it provides a very high degree of flexibility allowing the system to achieve

optimal performance in a variety of different conditions. There have been

various efforts to combine the benefits of static and dynamic partitioning
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into a single approach. There are advantages and disadvantages of both

approaches and therefore the choice of partitioning approach ultimately de-

pends on the design and the requirements of the application. This is still an

area of ongoing research in which new developments are likely to influence

future implementations of mobile cloud computing.

The implementation approaches analysed in this chapter have been selected

from recent scientific literature as well as commercial endeavours. A high-

level analysis is presented which draws upon aspects of the theoretical anal-

ysis framework where appropriate. Based on their architectural character-

istics, the implementation approaches discussed in this chapter are grouped

into three broad categories, namely, application-specific cloud services, multi-

application cloud services and multifunctional cloud resources. By analysing

these categories rather than individual applications, it is possible to obtain

insight and conclusions which are applicable to a number of different systems.

Application-specific cloud services use the cloud to enhance a single applica-

tion on the mobile device. These are often proprietary systems in which the

cloud service is used for a specific purpose. In this category, static partition-

ing is used and the mobile application interacts directly with the cloud ser-

vice. Therefore this type of approach is relatively simple to implement since it

does not require modification of the mobile OS. An application-specific cloud

service can provide significant benefit to a particular application. However,

in a multitasking environment the lack of interaction between different ap-

plications using this type of approach results in a silo mentality. Although

this silo mentality has advantages in terms of information security and sys-

tem availability, it is sub-optimal in multitasking environments. Since cloud

interaction is not centrally managed by the mobile OS, all active applica-

tions on the mobile device could attempt to communicate with their own

cloud services simultaneously. This would lead to competition for communi-

cation capacity and so decrease the efficiency of the system, especially in the

case of multiple connections being established in parallel to the same cloud

provider. Overall, this type of approach can be considered to be entry-level

mobile cloud computing since it is the simplest to implement and it enhances
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a specific mobile application. However, since each service only benefits a sin-

gle application, application-specific cloud services are less beneficial to the

mobile device as a whole compared to multi-application cloud services and

multifunctional cloud resources.

Multi-application cloud services provide specific functionality to multiple

applications on the mobile device. Applications access this functionality

through a software component situated on the border between the OS layer

and the application layer on the mobile device. The role of this component

is to manage and optimize the use of the cloud service. The close integra-

tion of this management component with the mobile OS makes this category

more complex than the single-application category. Multi-application cloud

services use either static or dynamic partitioning depending on the nature

of the functionality they provide. Although dynamic partitioning adds com-

plexity to the system, multiple applications benefit from the flexibility it

provides. Information security is an important consideration because appli-

cations do not have direct control over the use of the cloud service. This

type of approach increases the risk of system unavailability since the failure

of a single service could affect multiple applications. The use of a centralized

management component for each service means that interaction between the

various applications and the cloud can be managed and streamlined. This

improves communication and energy efficiency on the mobile device and min-

imizes the impact of the system on the mobile network. However, since the

different cloud services are not designed to be interoperable, the only way in

which data can move between them is via the mobile device. Overall, this

category represents mid-range mobile cloud computing in which each service

provides specific functionality to multiple applications on the mobile device.

However, in certain situations, this type of approach is less efficient than the

use of a multifunctional cloud resource.

Multifunctional cloud resources currently represent the most advanced type

of implementation approach for mobile cloud computing. In this category, the

cloud resource (surrogate) provides a dynamic combination of data process-

ing and storage capacity as well as network connectivity. The computational
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capacity of this surrogate is significantly greater than that of the mobile

device. The mobile device interacts with the cloud through a management

component in the mobile OS layer. This allows the mobile OS to manage

cloud capacity as if it were a local resource. The augmented capacity can

be utilized by all applications without modification. Although there are no

mainstream commercial implementations of this type of approach, experi-

mental systems have been used to demonstrate significant improvements in

computational performance and energy efficiency as well as enabling new

types of applications. Dynamic partitioning is used to compensate for device

and application heterogeneity as well as for fluctuating network conditions.

The use of the centralized management component adds some computational

overhead but provides significant improvements in computational efficiency.

Communication between the mobile device and the cloud can be streamlined

to improve communication efficiency and reduce network impact. This low-

level integration of the management component with the mobile OS makes it

possible to use comprehensive energy cost models. Security requirements are

similar to the multi-application category and could be used as an input to the

dynamic partitioning algorithm. Availability is an important consideration

in this category and must be addressed in future implementations. Overall,

this type of approach is the most versatile as it provides augmented multi-

functional computational capacity to all applications on the mobile device.

Multifunctional cloud resources currently represent the greatest potential for

future implementations of mobile cloud computing systems.

All three categories of implementation approaches discussed in this chapter

have various advantages and disadvantages. In the short-term, it is likely

that all types of approaches will continue to co-exist and will be successfully

used in different application domains. However, as the use of mobile cloud

computing increases, it is likely that there will ultimately be a shift towards

the use of multifunctional cloud resources as explained in the next chapter.
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Chapter 6

Conclusions and

Recommendations

6.1 Conclusion and Summary

Mobile Computing & Communication Devices (MCCDs) are becoming in-

creasingly prevalent and there has been a significant rise in the use of mobile

software applications for these devices (mobile apps). This indicates that

there is currently a trend towards the use of mobile computing. However,

due to the fundamental constraints of mobility, mobile computing devices

will always be resource-constrained compared to non-mobile systems. It has

been proposed that the cloud computing paradigm could be used to augment

the computational capacity of mobile devices. Using networks such as the

internet, it is possible to establish a distributed computing relationship be-

tween a mobile device and a remote high-capacity cloud resource. This type

of enhanced mobile computing using cloud resources is known as mobile cloud

computing.

The overall aim of this minor dissertation is to provide a consolidated review

and structured critical analysis of current research and developments within

the field of mobile cloud computing. It accomplishes this by satisfying the
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four major objectives defined in Section 1.4 which are:

• To investigate the current situation and prevailing trends in mobile

computing and present the motivation for enhanced mobile computing.

• To identify and consolidate various considerations from recent litera-

ture into a structured theoretical analysis framework for mobile cloud

computing.

• To use this framework in the analysis and comparison of selected mobile

application domains which could benefit from mobile cloud computing.

• To categorize, analyse and compare various implementation approaches

for systems based on the mobile cloud computing paradigm.

In order to obtain sufficient coverage of the major research in this field, a high-

level systems approach is used throughout this work. Further information is

available in the scientific literature cited as sources in each section. Due to the

complexity of this technology and the focus of this minor dissertation, the

physical implementation and testing of prototype mobile cloud computing

systems is beyond the scope of this research.

Chapter 2 fulfils the first objective by explaining the motivation for the use

of enhanced mobile computing.

Data from sources such as the ITU has shown that the number of mobile

devices worldwide has increased rapidly over the past ten years. There has

also been a significant increase in the use of mobile apps developed for these

devices. Both the number of devices and the number of apps are expected

to continue increasing thus indicating that there is currently a trend towards

the use of mobile computing.

However, the computational capacity of these mobile devices is inherently

limited because of the fundamental constraints of mobility. Specifically, the

small physical size of the device and its finite energy storage capacity often

make it infeasible to use more advanced computational hardware. Small
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physical size has also been a limiting factor in terms of the UI capabilities of

mobile devices.

In comparison to these resource-constrained mobile devices, the emerging

cloud computing paradigm provides high-capacity computational resources

which are highly elastic in nature. By leveraging economies of scale, cloud

providers can use large-scale data centres to increase the efficiency of these

systems. The use of virtualization technology allows the computational ca-

pacity of the cloud to be provisioned with a high degree of elasticity.

The mobile cloud computing paradigm uses these high-capacity elastic cloud

resources to augment the computational capacity of mobile devices through

a distributed computing architecture. Three important conditions for the

realization of this concept have recently been met. These are the pervasive

nature of mobile devices, the broad availability of cloud computing resources

and the widespread coverage of mobile communication networks.

These factors have led to the current situation in which there is a growing

demand for computational capacity in mobile devices which can be met using

cloud resources through the mobile cloud computing paradigm.

Chapter 3 presents a theoretical analysis framework for mobile cloud com-

puting. This framework is a structured consolidation of various considera-

tions identified in recent scientific literature. It therefore fulfils the second

objective of this research.

Three important requirements which have guided the design of this frame-

work are that it should be comprehensive in terms of its coverage, flexible in

its application and enduring in its relevance.

A high-level qualitative approach is used in the design of this framework.

This allows for the inclusion of a broad spectrum of analysis criteria. This

qualitative approach also results in more flexible and durable output from

the framework since it avoids the use of low-level benchmarks and metrics.

Although useful, these metrics and benchmarks are inherently linked to a

specific purpose and often become obsolete as technology advances. Since
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this framework focuses on the fundamental concepts behind mobile cloud

computing, it will remain relevant well beyond the current iteration of the

technology cycle.

The major considerations in this framework are grouped into the seven logical

aspects shown in Table 6.1.

Table 6.1: Major aspects of the theoretical analysis framework for mobile
cloud computing.

Computational requirements are constituted by the quantity, com-
plexity and type of computational operations performed as well as the
volume of data which is processed or stored.

Communication requirements include the quantity of data to be
transferred over the network as well as performance metrics such as com-
munication bandwidth and latency.

Mobile network impact analyses the impact of the system on a mo-
bile network and vice-versa. It compares communication requirements to
mobile network capabilities.

Energy considerations examine the energy costs and benefits for both
the mobile device and the overall system. The system is assessed in terms
of energy efficiency.

Information security deals with issues of privacy and security arising
from the transfer of data between the mobile device and the cloud over
non-private networks.

System availability investigates the risk of system failure and how the
consequences of unavailability impact on the usefulness of the system.

Application usability considers any limitations to applications due to
the inherently constrained UI capabilities of mobile devices.

Through the process of grouping the considerations into these aspects, vari-

ous interdependencies between aspects in the framework have been identified

as shown in shown in Table 3.8. Each of these interdependencies indicates

that the major considerations of the relevant aspects have an effect on one

another. This highlights the importance of including all these aspects in the
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analysis of mobile cloud computing systems and thus validates the require-

ment for the use of a comprehensive analysis framework.

This framework is designed for use in the analysis of mobile cloud comput-

ing systems. It also facilitates comparisons between different systems based

on particular aspects. Various major considerations identified in this frame-

work can be used in the analysis and comparison of different implementation

approaches for mobile cloud computing systems.

Chapter 4 demonstrates the use of the theoretical analysis framework in

the analysis of various mobile application domains. In this analysis, mobile

apps are grouped into application domains based on their functional charac-

teristics. This allows the domain-specific conclusions and recommendations

to be generalized to multiple apps. The application domains discussed in this

chapter have been sourced from recent scientific literature as well as existing

commercial endeavours and have been selected based on the degree of benefit

they would derive from the mobile cloud computing paradigm. However, this

cannot be considered an exhaustive list due to the rapid development of new

mobile applications.

Some of these application domains have been discussed in recent scientific

literature but have been analysed using only a limited subset of criteria. The

use of the analysis framework provides a comprehensive qualitative analysis,

supported by literature and examples, showing the impact of mobile cloud

computing on each aspect of each domain. This has led to the identification

of aspects in which the domain would benefit from mobile cloud comput-

ing as well as potential issues which must be addressed. It also allows for

comparisons between different application domains.

Table 6.2 shows the application domains that have been analysed and high-

lights the most important conclusions in each domain.

All the application domains featured in this analysis can benefit from the

use of mobile cloud computing. Various overall trends have been identified

through this analysis. Firstly, domains with high computational require-
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Table 6.2: Application domains analysed using the analysis framework.

Mobile scientific computing: Applications in this domain are very
computationally-intensive and would not be possible on mobile devices
without the use of mobile cloud computing. Their relatively low commu-
nication requirements make these systems feasible using mobile networks
but usability considerations limit the quantity of data which can be out-
put.

Mobile healthcare services (mHealth): The complex data processing
in this domain can be performed in the cloud to increase performance and
reduce energy consumption. Although communication requirements are
relatively low, information security and system availability requirements
are critical in this domain.

Mobile tools for education and training (mLearning): This domain
is focused on content and collaboration, both of which can be enhanced
through the use of the cloud as a communication proxy. This architec-
ture also increases communication and energy efficiency. Usability is an
important consideration.

Advanced mobile Human-Computer Interaction: This domain has
very strict communication requirements in terms of latency. However,
the use of the cloud can lead to significant improvements in energy effi-
ciency and can enable new types of user-device interaction. Security and
availability considerations are very important in this domain.

Entertainment and multimedia services: Although it has a low de-
gree of interactivity, multimedia content involves a very high quantity of
data which places a significant load on the mobile network. A cloud-
based communication proxy can improve the energy and communication
efficiency of applications in this domain.

Mobile gaming applications: Mobile gaming has very high computa-
tional and communication requirements. The use of mobile cloud com-
puting can improve energy efficiency and increase output quality of appli-
cations in this domain up to the maximum limit imposed by the mobile
device UI.
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ments derive the most direct benefit from the use of a cloud resource. Com-

munication requirements are often influenced by bandwidth and latency con-

siderations and in turn affect the mobile network impact aspect. Both com-

putational and communication requirements have a direct effect on energy

consumption as shown by the energy cost model. Security and availability

considerations vary widely but still need to be taken into account. In most

cases, application usability acts as a limiting factor and is also therefore an

important consideration in the analysis.

The analysis of these application domains demonstrates the benefits of using

the theoretical analysis framework. This has resulted in various conclusions

and recommendations specific to each domain. It has also allowed for quali-

tative comparisons between different domains based on specific aspects. The

information obtained from this analysis can be fed back into the design pro-

cess in order to enhance future applications using the mobile cloud computing

paradigm.

Based on the analyses in this chapter, a generic analysis process has been de-

fined. Although the exact process will depend on the system being analysed,

the following overarching stages will be present in all analyses:

• System Identification

• System Verification

• Mobile-Cloud Relationship Analysis

• Analysis of Aspects

• Analysis of Interdependencies

• Conclusion of Analysis

Using this process, the framework defined in Chapter 3 can be used in the

analysis of other systems based on the mobile cloud computing paradigm.
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Chapter 5 presents an analysis of the various types of implementation ap-

proaches for mobile cloud computing and so fulfils the fourth and final re-

quirement of this research.

Preceding the core analysis in this chapter, the concepts of mobile grid com-

puting and application partitioning are discussed in order to provide the

required background information. The mobile grid computing sub-paradigm

involves a group of mobile devices pooling their computational resources via

short-range wireless networks. From an architectural perspective, this is fun-

damentally different from the mobile cloud computing paradigm in which a

resource-constrained mobile device establishes a distributed computing rela-

tionship with a remote high-capacity cloud resource. Although mobile grid

computing is beyond the scope of this research, various concepts and ideas in

this research have been sourced from mobile grid computing literature. The

second preliminary section explains the concepts of static and dynamic par-

titioning of mobile applications. Static partitioning is simple to implement

and highly deterministic. However, it is inflexible and less efficient than

dynamic partitioning. Dynamic partitioning is more complex to implement

but allows the system to adapt and compensate for device heterogeneity and

varying mobile network conditions. Application partitioning is a field of on-

going research in which new developments will have an impact on mobile

cloud computing.

The implementation approaches analysed in this chapter have been sourced

from recent scientific literature as well as commercial endeavours. A high-

level analysis is presented which draws upon aspects of the theoretical anal-

ysis framework where appropriate. Based on their architectural characteris-

tics, the implementation approaches are grouped into three broad categories

in order to obtain insight and conclusions which are applicable to a number

of different systems.

Application-specific Cloud Services use the cloud to enhance a single

application on the mobile device. In this category, each mobile app interacts

directly with the cloud service. This type of approach is the simplest to im-
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plement because it does not require modification of the mobile OS yet it can

still provide significant benefit to the specific application. However, in a mul-

titasking environment the lack of interaction between different applications

using this type of approach results in a type of silo mentality. Since cloud

interaction is not managed by the mobile OS, there could be competition

for limited communication resources and multiple connections to the same

cloud provider thus reducing the efficiency of the system. Overall, this type

of approach can be considered to be entry-level mobile cloud computing.

Multi-application Cloud Services provide specific functionality to mul-

tiple applications on the mobile device. In this category, either static or

dynamic partitioning schemes are used depending on the type of function-

ality provided. Applications access this functionality through a centralized

management component situated on the border between the OS layer and

the application layer on the mobile device. The close integration of this com-

ponent with the mobile OS makes this category more complex than single-

application services. The use of centralized management components for

each service results in streamlined communication, reduced network impact

and improved energy efficiency. However, a single device may use multiple

services from this category which are not integrated with each other thus

leading to reduced communication efficiency in some scenarios. Overall, this

category represents mid-range mobile cloud computing.

Multifunctional Cloud Resources currently represent the most advanced

type of implementation approach for mobile cloud computing. In this cate-

gory, the cloud resource (surrogate) provides a dynamic combination of data

processing and storage capacity as well as external network connectivity. The

mobile device interacts with the cloud through a management component in

the mobile OS allowing this capacity to be managed by the OS as if it were a

local resource. This augmented capacity is made accessible to all applications

without modification. Dynamic partitioning is used in order to utilize the

flexibility provided by multifunctional cloud resources. Experimental systems

have shown that this type of approach can provide significant improvements

in computational performance and energy efficiency as well as enabling new

157



6.2. PREDICTED FUTURE TRENDS

types of applications. The use of the centralized management component on

the mobile device achieves highly streamlined communication and minimizes

energy consumption by enabling comprehensive energy cost models. Overall,

multifunctional cloud resources are the most versatile systems and represent

the greatest potential for future implementations of mobile cloud computing.

All three categories of implementation approaches have various advantages

and disadvantages. In the short-term, it is likely that all three types of

approaches will continue to co-exist and will be successfully used in different

application domains. As the use of mobile cloud computing increases, it is

likely that the use of multifunctional cloud resources will become significantly

more prevalent.

Overall, through the development and application of the new analysis frame-

work, this work provides a consolidated review and structured critical anal-

ysis of the current research and developments in the field of mobile cloud

computing.

6.2 Predicted Future Trends

This section is a discussion of emerging and predicted future trends within

the field of mobile cloud computing. Although these predictions are based

on recent scientific literature and business intelligence reports, they are still

speculative in nature. Although they are not used as the basis for any analy-

sis, these predicted future trends are discussed in order to demonstrate that

this area of technology is currently expanding from both research and com-

mercial perspectives. These predictions therefore serve to further highlight

the importance of this work.
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6.2.1 Mobile Network Operator Involvement

The first predicted future trend is that Mobile Network Operators (MNOs)

will become more involved in the implementation of mobile cloud comput-

ing systems. In this research, as in most scientific literature, it is assumed

that the mobile network provides only a data communication link between

the mobile device and the cloud resource. There is a compelling business

case for MNOs to diversify so as to avoid being reduced to simple ‘bit-pipes’

but that is beyond the scope of this research. From a technological perspec-

tive, the involvement of MNOs could benefit the mobile cloud computing

paradigm. As explained by Nkosi and Mekuria [73] as well as Klein et al.

[42], technologies such as the Internet Protocol Multimedia Subsystem (IMS)

could be used to provide additional functionality such as authentication of

mobile devices. IMS platforms are typically implemented and managed by

MNOs. A further possibility is that MNOs will capitalize on the need for

low-latency connections between the mobile device and cloud resource. This

would be achieved by closer integration of the cloud provider and the MNO.

For example, the “Amazon Web Services Direct Connect” service establishes

high-performance dedicated network connections between customer networks

and Amazon’s cloud computing data centres [118]. In some cases, MNOs

could become cloud providers leading to cellular mobile cloud computing as

discussed in Section 6.3.4.

6.2.2 Increase in Mobile Cloud Computing

The second predicted trend is that the use of mobile cloud computing will

continue to increase. As explained in Chapter 2, the prerequisite condi-

tions have been met and mobile application developers are beginning to take

advantage of this technology. This will increase the total volume of communi-

cation between mobile devices and the cloud. Fortunately, it is expected that

additional electromagnetic spectrum will be allocated for mobile communi-

cation purposes as a result of the switch from analogue to digital television
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broadcast. This is generally referred to as the ‘Digital Dividend’. The report

on the Digital Dividend from the GSM Association (GSMA) has listed vari-

ous examples of new and enhanced mobile broadband services which would

benefit from this additional capacity [119]. Many of the services listed in

this report will involve mobile cloud computing, including “Medical diagnosis

performed remotely”, “Mobile gaming” and “Remote data processing” [119].

The impact on the mobile network will still be an important consideration

in the design of these systems. It is also likely that each cloud provider will

begin to host multiple services. Therefore, the need to maximize communica-

tion efficiency will cause a shift away from single-application implementation

approaches towards the use of multifunctional cloud resources.

6.3 Recommendations for Future Work

Based on the conclusions of this research and the predicted future trends in

Section 6.2, this section presents recommendations for future work in the

field of mobile cloud computing.

6.3.1 Further Application of the Analysis Framework

Future use of the analysis framework defined in Chapter 3 will serve to fur-

ther improve and enhance this framework. Potential opportunities for future

improvement include the development of a weighting system for the consid-

erations within each aspect. This would allow for quantitative comparisons

between aspects. The development of such a system would be based on a

significant number of analyses in which the framework is used. Furthermore,

all future use serves as validation of the utility of this framework.
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6.3.2 Multifunctional Cloud Resources

As described in Section 5.6, multifunctional cloud resources currently rep-

resent the most promising type of implementation approach for mobile cloud

computing. Some preliminary experimental work has been conducted in the

implementation of systems of this type but there is still scope for further

investigation since there are a number of research opportunities in this field.

These include a comprehensive design and evaluation of the cloud interface

component for the mobile OS as well as the standardization of the commu-

nication protocol between the mobile device and the cloud resource.

6.3.3 Initial Association Phase

A related research opportunity involves the initial association phase between

the mobile device and a cloud resource. In this research, as in most lit-

erature, it has been assumed that the mobile device has been successfully

associated with a cloud resource. This process involves the discovery of the

available cloud resources, selection of the best option and mutual authentica-

tion between the mobile device and the cloud resource. This is particularly

important in the case of geographically localized cloud resources such as the

‘cloudlets’ described by Satyanarayanan et al. [30].

6.3.4 Cellular Mobile Cloud Computing

If geographically localized cloud resources are to be used, the geographi-

cal distance from which these resources can be accessed will inherently be

limited. Since this system is designed for mobile users, it must allow the

user to maintain an ongoing session whilst changing geographical location.

Therefore, it will be necessary to perform hand-overs between geographically

localized cloud resources. This architecture is very similar to that used in

cellular communication networks thus leading to the idea of cellular mobile

cloud computing. Given that MNOs are likely to become more involved in
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mobile cloud computing, this could lead to some form of amalgamation be-

tween mobile cellular communication and cellular cloud computing systems

which presents many possibilities for future research.

6.3.5 Devices with Limited User Interface

In terms of the theoretical analysis framework defined in this work, fur-

ther analysis could be carried out to determine how this framework could

be adapted or extended for the analysis of smart devices with minimal UI

capabilities. These new smart devices are an integral part of the ‘inter-

net of things’ concept which is predicted to become a reality in the near

future. Ericsson has anticipated that there will be more than 50 billion

network-connected devices by the year 2020 [120]. Although they lack direct

interaction with the user, these network-connected devices will respond to

inputs such as environmental stimuli or remote control. The area of Machine-

to-Machine communication (M2M) is already developing rapidly and could

possibly benefit from the mobile cloud computing paradigm.

6.3.6 Cloud Perspective of Mobile Cloud Computing

Another future research possibility is to investigate mobile cloud computing

from the cloud’s perspective. This research has modelled the cloud as a re-

source which provides a dynamic combination of data processing and storage

capacity. Although this model is sufficiently accurate for the purpose of this

research, it does not explain how the cloud-based components of these sys-

tems would be implemented. There is scope for the design of new software

systems for the cloud to facilitate interaction with mobile devices. These

systems would be responsible for the allocation of cloud resources between

different mobile devices as well as the management of connections between

devices and the cloud. It may be possible to optimize cloud systems for use

in mobile cloud computing using new software architectures and enhanced

virtualization capabilities.
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6.3.7 Mutually Beneficial Distributed Computing

The final recommendation for future work in this field relates to the devel-

opment of a mutually beneficial distributed computing relationship between

the mobile device and the cloud. The fundamental design of the current

relationship is to use the cloud to enhance the mobile device. However, it

may be possible to balance this situation by also using mobile devices to

benefit the cloud. The primary advantage of mobile devices is the significant

quantity of these devices which are geographically distributed throughout

the world. Each device usually features a number of sensors which capture

input data from the environment. By amalgamating this data from multiple

different sources, the cloud could perform useful computation and analysis

using the principle of crowd sourcing. An example of this would be to use mo-

bile devices to gather weather data in specific regions to supplement weather

simulations being performed in the cloud. Further examples are provided by

two hypothetical future scenarios proposed by Satyanarayanan [121]. This

is essentially an interconnection of the vast computational resources of the

cloud with the global decentralized network of sensor-enabled mobile devices

and as such is an important opportunity for future work.

6.3.8 Summary of Recommendations for Future Work

Based on this research, various opportunities for future work have been iden-

tified. Firstly, further use of the analysis framework will result in improve-

ments to the framework and serve as validation of the utility of this work.

Secondly, more extensive experimentation and testing can be conducted in

the area of multifunctional cloud resources. This includes the design of the

cloud interface software component and the standardization of the commu-

nication protocol. The third research opportunity involves the initial as-

sociation phase between the mobile device and the cloud, including service

discovery, selection and authentication. The use of geographically localized

cloud resources also presents various research opportunities, particularly in
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dealing with user mobility. Due to the architectural similarities, this could

lead to an amalgamation of mobile cellular communication and cellular cloud

computing systems. Another possibility for future work is to investigate how

the theoretical analysis framework can be applied to mobile devices with

minimal UI capabilities. This includes cloud-enhanced M2M communication

and forms part of the ‘internet of things’ concept. The sixth proposal for

future work is to conduct an investigation similar to this from the cloud’s

perspective. It may be possible to optimize cloud systems for use in mobile

cloud computing using new software architectures and enhanced virtualiza-

tion capabilities. The final recommendation is to investigate the possibility of

a mutually-beneficial distributed computing relationship between mobile de-

vices and cloud resources. In such a relationship, the cloud would also benefit

from the geographically distributed nature of mobile devices and the abun-

dance of sensors present on each device. This type of system is essentially

an interconnection of the vast computational resources of the cloud with the

extensive globally decentralized network of cloud-enhanced sensor-enabled

mobile devices.
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Appendix A

Data Pack

This minor dissertation is accompanied by a data pack containing relevant

information in digital format.

The purpose of this additional information is to supplement this minor dis-

sertation with material created in the course of this research endeavour.

This data pack is available on the optical disc which should accompany hard-

copy editions of this work or as an archive file accompanying digital editions.

The text file named “Readme.txt” in the root directory this data pack con-

tains detailed instructions regarding the following:

• The location of content within the file structure.

• Use of the supplied hash values for verifying the integrity of this con-

tent.

• Possible mechanisms for accessing and using this content.

The following additional information and content is contained within this

data pack:
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• LATEX Source: All LATEXsource files which constitute this minor dis-

sertation are included in the data pack. These can be used for reference

or to recompile the main document as required.

• Image Files: All images used in this document are included in the

data pack. The majority of these images have been created by the

author and are thus provided under the same licence terms as this

document. Where images from external sources have been included,

the relevant licence terms are applicable.

• Conference Paper: A conference paper on the subject of this re-

search was accepted for presentation at the Southern Africa Telecom-

munications, Applications and Networks (SATNAC) 2011 conference

which was held in East London, South Africa in September 2011. The

original conference paper as well as the LATEX source files are included

in this data pack. As a published document, this conference paper is

subject to the licence terms of the SATNAC 2011 proceedings.

• Conference Presentation: The presentation delivered at SATNAC

2011 on the topic of this research is included in this data pack. This

presentation is subject to the same licence terms as this minor disser-

tation.

• Conference Report: A short report on the author’s participation at

SATNAC 2011 has been compiled for funding purposes. This document

has not previously been published and is available in the data pack

• Research Overviews: In the course of this research endeavour, two

overview documents have been compiled. The purpose of these was to

communicate the important aspects of this research to external audi-

ences. Both technical and non-technical overviews are included in this

data pack. These documents have not previously been published.
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